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72076Tübingen,Germany�

IBM GermanyDevelopment,eServerSystemManagement,71032Böblingen,Germany

Abstract

We formally verify aspectsof the rule-basedexpertsystemof IBM’ s SystemAutomation
softwarefor IBM’ szSeriesmainframes.Startingwith a formalizationof theexpertsystem
in PropositionalDynamicLogic (PDL),weencodeterminationanddeterminismproperties
in PDL andits extension� PDL. We thentranslateour decisionproblemsto propositional
logic andapplyadvancedSAT techniquesfor automatedproofs.In orderto locaterealpro-
grambugsfor eachfailedproof attempt,we applyextra formalizationstepsandrepresent
propositionalerrorformulaein concisenormalform asBinaryDecisionDiagrams(BDDs).
In ourexperiments,we revealedresidualnon-terminationbugsin a testedprogramversion
closeto shipment,and,aftercorrectingthem,weformally verifiedtheabsenceof thisclass
of bugsin theproductioncode.

Key words: formalmethods,expertsystems,verification,validation,PDL, SAT checking,
IBM SystemAutomation

1 Intr oduction

Theuseof knowledgebasesascomponentswithin safetyor businesscritical sys-
temshasbecomemoreandmorewidespreadduringthe1990s[2], andhasattracted
renewedattentionin agent-basedintelligentWebapplications[9]. A verycommon
techniqueto storeknowledgein thesesystemsis via rules.This form of expressing
knowledgehas—amongstothers—theadvantagethat it employs a representation
�

A preliminaryversionof thispaperwaspresentedat theSecondAsia-PacificConference
onQualitySoftware(APAQS2001)[32].
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thatresemblestheway expertstendto expressmostof their problemsolvingtech-
niques,namelyby situation-actionrules[14].

However, thereis somepotentialfor errorsduringthegenerationandmaintenance
of therules[24]. For example,rulesystemslackcommonstructuringelementssuch
asthoseof objectorientedlanguages,andthey fall outsidecommonprogramming
technology. On the otherhandtheir simplicity andlevel of abstractionfacilitates
formalverification.Thereis,however, nogenerallyacceptedformalismfor thever-
ification of rule-basedsystems,so many differenttechniqueshave beenproposed
[1,23,25,28],andtheverificationof real-world industrialapplicationsis still rare.

In our paper, we investigate the rule-basedexpert systemof IBM’ s SystemAu-
tomation(SA) solutionfor OS/390.� This systemis usedby majorcompaniesof
practicallyall industrialsectorsto automatethe operationof high-availability ap-
plicationson their S/390and zSeriesmainframecomputers.� IBM mainframes
aretypically employedin clusters,calledParallel Sysplex, for enhancedreliability.
SA’s technologyis intendedto beadaptedto furtherplatformsin nearfuture.

Our maingoalis thedetectionof infinite computations(or loops) in therule-based
centralcontrol instanceof SA, calledAutomationManager. Thepresenceof such
infinite computations,which arecausedby faulty rules,may leadtheAutomation
Managerto falsedecisions,or to oscillatebetweendifferent computationstates,
disablingtheoverall functionalityof SA for themainframe,or even for theentire
ParallelSysplex.

CommonSoftwareEngineeringterminologydistinguishesbetweenvalidationand
verification[34]. The former is concernedwith meetingcustomerexpectationsin
building the right system,the latter is concernedwith building the systemright,
accordingto its specification.Formalverificationof aprogram	 involvesproving,
usingmathematicalarguments,that 	 is consistentwith its (formal) specification.
This can only work if the semanticsof the programminglanguageare formally
defined,and the programis formally specifiedin a notationconsistentwith the
verificationtechniques[34].

In our case,the rulesareof a when-then form. The when-part consistsof a for-
mulaof afinite domainpropositionallogic, andthethen-partmanipulatesaglobal
systemstateby settingthevalueof afinite domainvariable.Ourgoalis to formally
validatesomeconsistency propertiesof agivenrule set,mainly termination.

The verification approachwe take consistsof the following steps:Startingwith
the necessaryformal descriptionof the actionsof the rule-system,for which we

� For moreinformationon SA seehttp://www.s390.ibm.com/products/sa/
v21info.html
� zSeriesandz/OSarethesuccessorsof theS/390mainframesandtheiroperatingsystem
OS/390,respectively.
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have chosenpropositionaldynamiclogic, we encodesomeconsistency criteria in
anextensionof this logic, 
 PDL. This leavesuswith proof obligationsfor either
a 
 PDL modelchecker or theoremprover. We have chosenyet anotherapproach
by translatingour problems—orpartially restrictedversionsof our problems—to
propositionallogic andthenapplyingstate-of-the-artSAT-checkers[42] andBDD
implementations[33] thathave alreadyshown their successin neighboringfields.
Thepurposeof theinterimPDL stepis to helpderiveacorrectformalmodelof the
dynamicsof therulesystemandof thevalidationrequirements.

In theory, theautomatedproofscouldbeconsideredthefinal stepin a verification.
In practice,the continuousdiscovery of errorsduring developmentis even more
importantthanonefinal verification,so for eacherror an intelligible description
is needed[6]. Initially, a numberof non-genuineerrorswerereported,dueto an
incompletelyspecifiedrule system.Implicit assumptionson possiblecomputation
statesthushadto bemadeexplicit to allow theseparationof genuineandspurious
errors.Also, the Booleanformulasdescribingthe error conditionshadto be con-
vertedinto humanreadableconcisenormalforms,usingBDDs, in orderto locate
theerrorsin thesource.

Working with a developmentreleaseof SA closeto shipment,we could actually
locatesomeresidualfaultsthathadremainedevenafterconventionalprofessional
testingand that hadalsosurvived all codereviews due to the complexity of the
rules’ when-parts.All of thesedeficiencies,which were detectedthroughfailed
verificationattempts,weresubsequentlyconfirmedby simulationon a zSeriestest
system,andcouldbeeliminatedprior to productroll-out. We thenverifiedthatthe
final productdoesnotcontainany moreloopingdefectsof this class.

The remainderof this paperis organizedasfollows. In Section2, we give a de-
scriptionof IBM’ s SystemAutomationandof the form of its rules.In Section3,
we derive our formalizationof therule language;this is thetheoreticalcoreof the
paper. In Section4, we describeour verification techniquesand tools. Section5
containsour experimentalresults.In Section6, we give a summaryaccountof our
industrialexperience.Section7 discussesrelatedwork, andthepapercloseswith a
conclusionin Section8.

2 IBM’ sSystemAutomation for OS/390

Missioncritical computersystemshave to beup andrunningreliably. Oftenthese
systemsareemployedin complex applicationenvironments,andthusdemandhigh
skills andconsiderableknowledgefrom the operatingpersonnelin the computer
centers.Computerfailures,especiallyin the financial industry, cancauseconsid-
erablelosses.For instance,a onehourdowntimeperiodin a computercenterof a
bankcancausecostsof up to tenmillion dollars[36]. In thesehighly critical envi-
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ronments,IBM’ s Parallel Sysplex clustersof zSeriesmainframesare frequently
employed to provide extremely high availability. The IBM zSeriesprovides an
availability of 99.999%within a z/OSParallel Sysplex environment,or lessthan
5.3minutesdowntimeperyear.

ThebasicideabehindIBM’ s SystemAutomation(SA) is to fully automatea com-
putercenterand thus to reducethe complexity for the operatorsand to increase
theavailability andreliability of businessapplications.It allows to definecomplex
softwareenvironmentsin whichapplicationsareautomaticallystarted,stopped,and
supervisedduringruntime.In thecaseof anapplicationor systemfailure,SA can
reactimmediatelyandsolve theproblemby restartingtheapplication,if necessary
on anothersystemin the cluster. SA provides functionality like groupingwhich
allows to automatea collectionof applicationsasone logical unit. Furthermore,
dependencymanagementallows thedefinitionof startandstoprelationships,such
as“start A beforeB.” Both groupinganddependency managementareprovided
acrossanentireParallelSysplex. Of course,SA providesfurther functionalitybe-
yondthescopeof this paper.

As anexample,let usconsidera flight reservationsystemthatcanbeusedby hun-
dredsof usersin parallel.Suchanapplicationconsistsof variousfunctionalcompo-
nents:a databasethat storesinformationaboutflight schedules,reservations,and
billing; a transactionmanagementsystemwhich guaranteesoverall dataconsis-
tency; a network infrastructurewith differentprotocolstacksandfirewalls; a web
server environmentfor the userinterface;andpossiblyfurther systemdependent
components.To modelthis applicationin SA, we definea top level group“flight
reservation” which haseachof thefunctionalcomponentsasa member. Sincethe
functionalcomponentsthemselvesconsistof variousapplications,thesearealso
eachdefinedasgroups.In our example,partsof the transactionmanagementsys-
tem may dependon the underlyingdatabaseto work properly. Hence,we have a
start dependency. ThereforeSA would startthedatabasefirst in orderto startthe
transactionmanagementsystem.Startingthe database,however, may in turn de-
pendon systemspecificapplicationshaving beenstartedbefore.Similar relations
canholdwhenstoppingapplications(stopdependency). For example,it shouldnot
occurthatthedatabaseis stoppedbeforethetransactionsystemis broughtdown.So
moving anapplicationwith complicatedstartandstopdependenciesfrom onesys-
temin theclusterto anotherone(for examplein caseof amalfunction)canbequite
an elaboratetask.Moreover, applicationsthat cannotor shouldnot be collocated
on thesamesystemcangenerateconflictingrequirements.

Taking into considerationthat a customersetupcancontainseveral thousandap-
plicationswith a similar numberof dependencies,it is clear that this cannotbe
controlledmanuallyanymore.
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2.1 Outlineof theSAfor OS/390SoftwareArchitecture

IBM SystemAutomationconsistsof two logicalparts,AutomationManagers(AM)
andAutomationAgents(AA). Thereis only oneactive AutomationManagerat a
time,thePrimaryAutomationManager(PAM). AdditionalSecondaryAutomation
Managers(SAM) canbedefinedto preventa singlepoint of failure.Theseidle in
thebackground,andonecantakeoverin errorsituationswith minimal interruption.
The AutomationAgentsare locatedon eachvirtual systemin a Parallel Sysplex
cluster. Up to sixteenvirtual systemswith differentoperatingsystemsmayrun on
eachphysicalsystemin thecluster.

Fig. 1. GeneralOperationSchemeof IBM SystemAutomation.

The principlesof the SA architectureareillustratedin Figure1. The Automation
Manageris thecentralcontrol instanceandactsasaSysplex-widedecisionmaker.
It receivesmonitoringinformationfrom all automationagentsconsistingof appli-
cationstates,systemstate,andotherdata.Furtherinput sourcesarea user-defined
AutomationPolicy which describestheoperatingscenariowith all its applications
andtheirdependencies,andsystemoperatorswhomanuallystartandstopapplica-
tions.

Basedon monitoringinformationandtheuser-definedAutomationPolicy (seebe-
low), the AutomationManagerpossessesa completepictureof the statusof the
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Sysplex. ThisenablestheAutomationManagerto deriveadecisionfor eachappli-
cationwhetherit hasto bestarted,stopped,or left in thestateit is. TheAutomation
Managerdoesnot performapplicationstartsandstopsitself, but sendscommands
to theagentof thesystemon which theapplicationcurrentlyis located.Theagent
receivesthe orderandperformsthe actualstart-or stop-processing.Furthermore,
theagentdeliversmonitoringinformationto themanager.

To achieve a high level of availability, both the Manager–Agent communication
andtheAutomationManager’s internalprocessingis implementedontopof IBM’ s
transaction-basedmiddlewareMQSeries.

2.2 AutomationManager Architecture

The AutomationManagerreceivesmonitoring information from the Automation
Agentsandusesthis informationto computedifferentstatusvalues;it sendscom-
mands,calledorders, to theAutomationAgentsto control their assignedapplica-
tions; andit containsthe expert systemcontrolling the Sysplex behavior. Theau-
tomationmanagerinternally representsreal entities,like applicationsor systems,
andvirtual entitieslike applicationgroups(aggregationsof multiple applications)
asabstractresources. As theexpertsystemdependson theresourcespresentin the
clusterandtheir dependencies,it hasto beuser-adaptableto differentscenarios.

Theexpertsystemrepresentingthewholeclusteris composedof a setof local ex-
pert systemsfor eachresource.To modeldependenciesbetweenresources,these
expert systemscommunicatevia specialvariableswhich have their valuesauto-
maticallyexchangedby theAutomationManager. Therulesetof eachlocalexpert
systemis composedof a multitudeof predefinedspecial-purposerule sets,called
triggers. Thewholebunchof predefinedtriggerscontaininga few hundredrulesis
calledtheLogic Deck.

To achieve a high degreeof adaptability, theAutomationManageris implemented
as a virtual machinewith its own instructionset of a few hundredinstructions,
specializedon abstractresourcemanagement.Thereareinstructionsto specifyre-
sourcesandtheir dependencies,or to changevariables’values;other instructions
starttheevaluationandapplicationof therules.Theuserspecifiestheresourcesand
theirdependenciesin aso-calledAutomationPolicy. At initialization time, theAu-
tomationManagerthereforeloadsa configurationfile containingthe Automation
Policy. This file containsvirtual machineinstructionsfor eachapplication,group,
andsystem.Moreover, it includesinstructionsthatgeneraterelationshipsbetween
thoseabstractresources,for exampleto reflectstartor stopdependencies.Abstract
resourcesand their relationshipsinternally build up a graphwhich is called the
ResourceStructure (seeFigure2).

Eachabstractresourcemaintainsits own setof statevariables,containingvariables
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Fig. 2. ResourceStructureRepresentationin theAutomationManager

for statusinformation,configurationspecificinformation,or local variablesused
for internalprocessing.The rulesaresharedbetweendifferentresourcesvia trig-
gers.A localexpertsystem,containedin theResourceStructureabove,is shown in
Figure3.
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Fig. 3. LocalExpertSystemof aResource.

Executionof the whole expert systemnow works as follows. After the virtual
machineis initialized andthe resourcestructureis built up, the systemwaits for
changesof its variables.Thesemay occur for either internalor external reasons.
Thelattermayhappendueto avariableupdateprovidedby theAutomationAgent,
or by a humanoperatordirectly interactingwith SystemAutomation.The former
is triggeredby othervariablesof the sameresourcealteringtheir values,or by a
changeof a dependentvariableof anotherresource.Whensucha changeoccurs,
all rulesarere-evaluated.Thisprocessis describedbelow in greaterdetail.

The verificationwe presenthereis not concernedwith the verificationof a cer-
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tain scenariorepresentedby someResourceStructure,but with the whole setof
predefinedrules,theLogic Deck,itself.

2.3 TheAutomationManager’sRuleBase

All correlationrulesareof theform

correlation <name>:
when <formula>
then <action list>

whereformula is afinite domainformulawith atomicpropositionsof theform

<var> E
³
<val � >, ´µ´µ´ ,<val ¶ > ·

<var> NOT E
³
<val � >, ´µ´µ´ ,<val ¶ > ·

andthe usualBooleanconnectivesAND, OR, andNOT. Variablenamesmay con-
tain alpha-numericalcharactersandtheslash.E denotessetmembership.Theonly
actionsin the then-partwe areinterestedin areassignmentstatementsof theform
SetVariable <var> = <val ¸ >. Otheractionsin theSA systemaremainly
usedfor event logging andto presentmessagesto the user. We assumethat only
oneSetVariable-actionis presentin eachrule’sactionlist. This is notenforced
by the instructionlanguageof the AutomationManager, but turnedout to be the
casefor theruleswe encountered.Figure4 showsa typical correlationrule.

correlation set/status/compound/satisfactory :
when status/compound NOT E ¹ Satisfactory º

AND status/startable E ¹ Yes º
AND ( ( status/observed E ¹ Available, WasAvailable º

AND status/desired E ¹ Available º
AND status/automation E ¹ Idle, Internal º
AND correlation/external/stop/failed E ¹ false º

)
OR
( status/observed E ¹ SoftDown, StandBy º
AND status/desired E ¹ Unavailable º
AND status/automation E ¹ Idle, Internal º

)
)

then SetVariable status/compound = Satisfactory
RecordVariableHistory status/compound

Fig. 4. Exampleof aCorrelationRule.

To compute,for example,thecompoundstateof a resource,rulesareevaluatedac-
cordingto thefollowing scheme:As soonasanabstractresourceinstance’svariable
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changesits value,theautomationhasto re-evaluateto reflectthischange.Therefore
themanagertakesall rulesof thetriggersthatarelinkedto theinstanceinto consid-
eration:therulesaretestedoneby onewhethertheformulaof therule’swhen-part
evaluatesto trueunderthe currentvariableassignment.If this is thecase,the ac-
tion part is executed,which may result in further variablechanges,repeatingthe
process.Theorderin whichrulesareevaluatedis only partiallyspecifiedusingpri-
ority schemesfor rules.Thus,in ourformalizationwedonotmakeany assumptions
abouttherule evaluationorderandconsiderit completelyunspecified.

Becauseresourceshaverelationshipslikestartor stopdependencies,astatechange
on oneresourcecanleadto statechangeson otherresources.This is implemented
with relationshipcorrelations. Thebasicideais to copy the valueof a statevari-
ablefrom oneinstanceto another, by whichstatevariablesfrom differentresources
behave identicalandthuscanbeidentified.Thus,by meansof relationshipcorrela-
tions,communicationbetweenresourcesis realized.Thisalsoimpliesthatchanges
ononeresourcecancausere-evaluationsonothers.

As seenabove, changeson the variables’valuesmay occur for two reasons:(i)
by a “spontaneous”changeof volatile (transient,observed)externalvariablesnot
controlledby thecorrelationrule system,or (ii) by executionof SetVariable-
actionsin the then-part of a rule. We thereforepartition the set » of variables
containedin the correlationrules into two disjoint sets:a set of computedstate
variables»½¼ , andasetof observedexternalvariables»¿¾ , suchthat »ÁÀÂ»½¼ÄÃÅ»½¾ . »½¼
comprisesexactlythosevariablesthatoccurin arule’sactionpart,i.e.variablesthat
may be changedby rule execution.The valuesof externally controlled,observed
variablesaredeliveredto therulesystemeitherby theresource’s automationagent
or by thecentralAutomationManageritself.

3 Formalization of Corr elation Rulesand ConsistencyProperties

We have selectedPDL asformalizationlanguagefor thecorrelationrulesandthe
computationsdoneby theAutomationManager. Thereareseveral reasonsfor our
choice.First, correlationrulescaneasilybe translatedto PDL, and the resulting
formulaearequitecomprehensible.Furthermore,theemployedrule-basedcompu-
tation containsan indeterminismin that the exact orderof rule evaluationis not
specified;PDL allows the easyformulationof, andreasoningabout,indetermin-
istic programs.Communicationbetweenresourcesis not the key issuehere,so
theformalizationlanguageneednot reflectthis aspect.For thespecificationof the
correlationruleswe only needconstructsfrom PDL, whereasformalizationof the
terminationpropertyof theAutomationManagerrequiresanextensionof ordinary
propositionaldynamiclogic. Weemploy Æ PDL, whichaddsadivergenceoperator
Æ to PDL to enablethenotionof infinite computation.Æ PDL wasintroducedby
Streett[37], anda similarextensionis dueto HarelandSherman[13].
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Table1Ç
PDL symbolsandtheir semantics(adaptedfrom [12]).

symbol name semanticsÈÊÉIËÌ
truth ÈÎÍ ÌÅÏÑÐÓÒ

Ô
falsity ÈÎÍ ÔÅÏÑÐÖÕ

× negation ÈÎÍ ×ÑØ ÏÙÐÚÒÜÛ ÈÙÍ Ø Ï
Ý

disjunction ÈÎÍ Ø ÝßÞ ÏÑÐ ÈÙÍ Ø Ï¿à ÈÎÍ Þ Ï
á

conjunction ÈÎÍ Ø áßÞ ÏÑÐ ÈÙÍ Ø Ï¿â ÈÎÍ Þ ÏãDäÑå
possiblepostcond. ÈÎÍ ãDäÑå Ø ÏÑÐ ¹çæéè ÒÖêìëBíïî ÍðæìÉ íIÏ èñË½Í ä Ï á í èñÈÎÍ Ø Ï ºò ä½ó
necessarypostcond. ÈÎÍ ò ä½ó Ø ÏÑÐ ¹çæÅè ÒÖêõôöíïî ÍðæìÉ íIÏ èßË½Í ä ÏÑ÷øí èñÈÎÍ Ø Ï ºÇ ä
divergenceof

äÑù ÈÎÍ Ç ä ÏÙÐ ¹µæûúéè ÒÖêìë æçüûÉýæÿþµÉ îûîûîô������ î Íðæ ¸ Éýæ ¸�� ü Ï èßË½Í ä Ï º
; consecutiveexec. Ë½Í ä	��
 ÏÑÐ Ë½Í ä Ï� Ë½Í 
 ÏÐ ¹BÍðæìÉ í Ï êçë��ñî Í ÍJæìÉ � Ï èßË½Í ä Ï á Í � É í Ï èßË½Í 
 Ï ºà

nondet.choice Ë½Í ä à 
 ÏÑÐ Ë½Í ä Ï à Ë½Í 
 Ïù
repetition Ë½Í ä ù ÏÙÐ ¹ ÍJæìÉ í Ï êìë�� ë æ ú îûîûî æ�� î æ ú Ð æ á æ�� ÐÓí

á Íðæ ¸ Éýæ ¸�� ü Ï èßË½Í ä Ï º
Ø�� test Ë½Í Ø�� ÏÙÐ ¹ ÍJæìÉýæ Ï ê æÅèßÈÎÍ Ø Ï º

PDL allows reasoningaboutprograms(denotedby �������µ´µ´µ´ ) andtheir properties,
andthereforecontainslanguageconstructsfor programsaswell asfor propositional
formulae.Atomic propositions( �������� !�µ´µ´ç´ ) canbecombinedto compoundPDL
formulae( "#�%$&�µ´µ´ç´ ) usingthe Booleanconnectives '��%( , and ) . Compositepro-
gramsarecomposedoutof atomicprogramsusingthreedifferentconnectives: ��*��
denotesprogramsequencing,�,+�� nondeterministicchoice,and � ù afinite,nonde-
terministicnumberof repetitionsof program� . For a formula " , theprogram".-
denotesthetestfor property " ; i. e., "/- proceedsif " is true,andfails otherwise.
The modal formulae 01�324" and 56�879" have the informal meaning“all terminating
executionsof program� leadto a situationin which " holds,” respectively “there
is a (terminating)programrun of � after which " is true.” Æ PDL addsthe con-
struct Æ&� to thelanguage,expressingthattheprogram� ù candiverge,i. e.,entera
non-haltingcomputation.

A summaryof thesyntacticalcomponentsof PDL andtheir semanticsis shown in
Table1. PDL semanticsis basedon thenotionsof computationstates,transitions
betweenthem,andpropertiesthathold in thesestates.Therefore,let : denotethe
setof all (not further specified)computationstates,;=<�> ? @BA is a valuation
function,mappinga formula to thestatesin which it is valid, and CD<FEG? @HAFIBA
is a transitionfunction,mappinga program� to thepairsof statesJLKM��NPO suchthat
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executionof program� mayleadfrom stateK to stateN . Let ; ú <Q> ú ? @ A resp.C ú <E ú ? @BAFIBA betherestrictionsof ; resp.C to atomicformulaeresp.programs.Then; (resp.C ) is uniquelydeterminedby ; ú (resp.C ú ) usingthesemanticaldefinitions
of Table1. Thetriple RÁÀSJ4:T��; ú �9C ú O is calledaKripke frameandassignsmeaning
to PDL expressions.For afixed R andastateK.UV: , wewrite K!W ÀX" for K.UY;ZJL".O ,
andsaythat K satisfies" . If K!W À[" for all statesK.U\: andall Kripke framesR we
saythat " is valid, andwrite W À=" . If R hasto bemadeexplicit, we alsousethe
notationsJ]R^�%K_O`W À[" and R=W À[" .

Someprogramconstructsoccurringfrequentlyin conventionalprogramminglan-
guagesareexpressedin PDL as:

if " then � else � À JL".-a*P�8O3+�J�'Z".-a*9�bO
while " do � À JL".-a*P�8O ù *%'c".-

repeat � until " À ��*HJL'c".-a*P�8O ù *�".-
As anotherexampleconsiderHoare’s partial correctnessassertion

³ " ·_� ³ $ · . It
saysthatif program� is startedin a statesatisfying " , then,providedthat � halts,
it doesso in a statewhere $ holds.In PDL theequivalentto Hoare’s assertionis"ed 01�324$ .

We refer the readerto Harel’s introductorychapteron PDL [12] for a morecom-
pleteelaboration.

3.1 Encodingof theCorrelationRulesandtheStatusComputation

Encodingof correlationrules and the formalizationof the AutomationManager
programis accomplishedin four steps:First, we encodethe variable’s finite do-
mainsin Booleanlogic; thenwe translatetherule’s actionsandtheir semanticsto
PDL; afterwardswe areableto give PDL encodingsof completecorrelationrules;
andfinally we give a formal descriptionof programexecutionsof the rule-based
AutomationManager.

3.1.1 Finite Domains

Eachvariablef occurringin acorrelationrulecantakeavalueof afinite domaingih
dependingon thevariable.For our PDL encoding,we first needto decomposethe
finite domainsinto Booleanpropositions.Wethereforeintroducenew propositional
variables�jhlk m for eachpossiblevalue n^Uog.h of eachvariablef , expressingthefact
thatvariable f takesvalue n . We thenneedadditionalrestrictions,expressingthat
eachfinite domainvariabletakesexactlyoneof its possiblevalues.For any set » of
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correlationrulevariables,wethusgetanadditionalpropositionalrestrictionp�qsrMt :

uhwvyx
z{}|
m%vy~�� ��h�k m�) um%��k mP��v�~�m ���� m � '`JL��h�k m%�j)���h�k mP��O���

Formulaesimilar to p�qsrMt alsooccurin thecontext of propositionalencodingsof
planningproblems,wherethey arereferredto aslinear encodings[18].

3.1.2 AtomicPrograms

The atomicprogramsof our formalizationareassignmentprograms,denotedby�jhlk m , where �jhlk m assignsvalue n�U[g.h to variable f�UÂ»¿¼ . Eachassignmentpro-
gramis, of course,deterministic,andafter its executionthevariablehasthe indi-
catedvalue.Othervariablesin »½¼ arenot affected.Thereforethe following PDL
propertieshold for eachprogram��h�k m andall propositions� :

(1) 0���h�k ml2���� 5]��h�k my7��
(2) 0���h�k ml2��jhlk m
(3) �j�Fk ��d 01�jhlk m%24���Fk � for all �eU »½¼������À�f and �.U�gi� .

We will denotethe conjunctionof thesepropositionsfor all atomicprogramsbyp�q�r�� .
Usingtechniquesfrom modalcorrespondencetheory[39,40]wecanderiveproper-
tiesof theprogramtransitionrelationimposedby therestriction p�qsr�� . Therefore,
anadmissibleprogramtransitionrelation CjJ6��h�k myO for anatomicprogram��h�k m must
have thefollowing properties:

JL�&���HO  jK úw¡ K ü ´�JLK ú ��K ü OsUYC3J]�jhlk m�OJ6�&��¢�O  jK ú K ü ´£JLK ú ��K ü OsUYCjJ6��hlk m�Oj)�J6K ú ��K þ O�UYCjJ6��h�k m�O�d K ü À[K þJL�¤@MO  jK ú K ü ´£JLK ú ��K ü OsUYCjJ6��hlk m�O�d K ü UY;ZJL��h�k myOJL�T¥�O  jK ú K ü ´�K ú U�;ZJ6�j�Fk ��O3)�J6K ú �%K ü O�UYCjJ6��h�k myO�d K ü U�;ZJ6�j�Fk �%O for ���À¦f��
whichcorrespondto therespective PDL formulae.

3.1.3 CorrelationRules

In thefollowing, weassumethatfor eachvariable-valuepair J§fF��n¨O thereis atmost
onerule  !J§f��Pn¨O with anactionsettingvariablef to n in its then-part.If this is not
thecase,thewhen-partsof ruleswith commonactionscanbemergeddisjunctively.
To encodea correlationrule, its when-part is recursively translatedinto a Boolean
logic formulausingtransformationC , which is definedfor thebasecaseby
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CjJ§fª© ³ n ú �µ´µ´µ´y�PnB«ì·�O À¬��h�k m�8(o®y®�®Q(��jhlk m�¯CjJ§fª°²±�³ª© ³ n ú �µ´µ´µ´y�PnB«ì·�O À�'c��h�k m�b)¬®�®y®Q)�'c�jhlk m�¯´�
andextendedto complex formulaein theobviousway. Thus,for eachpair J4f��Pn�O ,
weobtainauniquetranslation"�h�k m of thewhen-partof theassociatedrule  &J4f��Pn�O .
For the then-part we only have to consideractionssettingvariables,which are
translatedby C to their correspondingatomicPDL programs:C3J6µ�¶�·¨¸º¹M»F¼�¹�½£¾�¶,fñÀ¿n�O À¿�jhlk m ´
Givenarule’s translatedwhen-part "jhlk m andits translatedthen-part ��h�k m , wegetas
PDL program `h�k m for thatrule: �hlk m[< À J6"jhlk mc)�'c��h�k myO9-a*���hlk m��
expressingthat the action of the then-part is executed,provided the when-part
holdsandthe variableis not alreadysetto the intendedvalue.The additionalre-
striction 'c��h�k m preventsrule executionsthatdonot produceany changeof variable
values,correspondingto loopsof length1.

3.1.4 AutomationManager

We arenow ableto formally specifythecomputationsperformedby theAutoma-
tion Managerprogram.As thereis noruleevaluationorder, theprogramjustselects
any rule, evaluatesits formula,executestheactionpartandstartsover again. The
single-stepAutomationManagerprogramSandtheAutomationManagerprogram
AM thereforelook like this:

S À Àh�vyxwÁHk mlvy~��  �hlk m
AM À S

ù *¨Â uh�vyx Á k mlv�~ � JL"�h�k m�d ��h�k m�OÄÃb-
For eachSA resourcea programof theabove kind is generated.EachAutomation
Managerprogramrunsuntil nofurtherrulescanbeapplied(reflectedby thelasttest
in theAutomationManagerprogramAM), andis restartedassoonasanobserved
externalvariablefQÅ�U »½¾ changesits value.

3.2 ConsistencyPropertiesof theCorrelationRuleSystem

The computationrelationgeneratedby the correlationrulesshouldbe functional
andterminating.For example,a statuscomputationshouldnot result in different
valuesdependingon the exact orderof rule application,and it shouldproducea
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resultin afinite numberof computationsteps.However, thereareexternalvariables
(observation variables)that may changetheir valuesduring computation.For our
consistency propertiesweassumeall externalobservedvariablesto befixed.

We now turn to the formalizationof the two consistency criteria terminationand
functionality. As above,we denoteby AM, respectively S, thepartof theAutoma-
tion Managerprogramthatdealswith full, respectively singlestep,computations.
In thefollowing, formulaPREencodescommonpreconditionsfor all consistency
criteria. This includesthe finite domainrestrictions p�q�rMt , the atomic program
specificationsp�qsr�� , andthe fixing of all observation variablesduring computa-
tion. We thereforedefine

PRE < À p�qsratÆ)\p�qsrM�¤) uh�vHx�ÁHk ��vyxlÇmlv�~��k �Äv�~È J6�j�Fk ��d 01�jhlk m%24���Fk ��OoÉ
The lastpartof PRE,fixing theobservationvariables,alsohasa first orderpredi-
catelogic equivalent,which is obtainedusingcorrespondencetheoryasfor p�qsrM�
above.WegetJ6�ËÊ�O  �K ú K ü É�K ú UY;ZJL���Fk ��Oj)�JLK ú ��K ü OsUYCjJ6��hlk m�O�d K ü U�;ZJ6�j�Fk ��O
for all f�U »¿¼£�9�eU »½¾ .

Now addressingconsistency properties,the following Æ PDL formula,provided it
is valid, guaranteesthatthereis nodivergentcomputation:Ì

PRE d ' Æ S É (1)

To ensurefunctionality for a computationstartingin somestate,we needa final
resultthat is unique.So,if thereis a terminatingcomputationsequenceof theAu-
tomationManagerall othercomputationshave to endin thesamestate:

PRE d Â²5 AM 74��� 0AM 2Í�£ÃÎÉ (2)

Confluenceof the rule system,i.e. the propertythat all ambiguitiesaboutwhich
ruleshouldbeappliednext, eventuallyareirrelevantbecausethey leadto thesame
computationstate,is expressedasfollows:

PRE d Â 5 Sù 7�0Sù 2Í�Ïd 0Sù 2�5 Sù 7�� Ã É (3)

Thecorrespondingfirst orderformulain this caseis jK�N�Ð�É�JLKM��NPO#U�C3J Sù Oj)�JLKM��Ð�OsUYCjJ Sù O�d ¡ f�ÉÑJPJ4N���f²OsU�CjJ Sù Oj)�J§Ð���f²OsU�CjJ Sù O9O�ÉÌ Notethatthispropertycannotbeexpressedin ordinaryPDL [37].
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Obviously, thereare many more consistency criteria that we will, however, not
elaborateon. Instead,weconcentrateon theterminationproperty.

As terminationis definedas the absenceof an infinite sequenceof consecutive
computationstates,we have to make the notion of a statemoreprecise.We will
useastatespacethatis isomorphicto theexponential-sized(in thenumberof pred-
icates)collapsedmodel.A state K is an assignmentto the propositionalvariablesÒ p`Ó Ò ÀÕÔQ�jhlk m/W_f�U »Ö��n^Uog.h_× , i.e. a functionK.< Ò p`Ó Ò ? Ô_Ø²���Q×¨É
A state K is said to be proper if it correctly reflectsthe finite domainrestrictionp�q�rMt , i.e. if K is a modelof p�qsrat , or, equivalently in symbols, K�W ÀÙp�qsrat . A
pair of statesJ6K ú ��K ü O is calledan  �hlk m -transition, if executionof the rule thatsets
variablef to value n leadsfrom K ú to K ü .
Definition 1 Let fÚU »¿¼£�£n�UXg.h , and let R ÀÛJ�:¤�P; ú �9C�Å�O be a Kripke frame. A

pair of states JLK ú �%K ü O is called an  �hlk m -transition,denotedby K ú h � mÜ�Ü ? K ü , whenJLKwÝÄ�PRªO�W À Ò p�q for ÞÖU�Ô_Ø²���Q× and JLK ú ��K ü OsUYCjJL `h�k m�O .
Lemma 2 Let K ú h � mÜ�Ü ? K ü . Thenthefollowingholdsß :J]à�O K ú ��K ü W À¿p�qsrMtJ6áwO K ú W À["jhlk mc)Y'Z�jhlk mJ6â�O K ü W À[�jhlk mJ6n¨O K ú W À[�j�Fk �´ãäd K ü W ÀX���Fk � for all ���À¦fF�£�.U�gi�bÉ
Lemma2 clarifiessomepropertiesof  `hlk m -transitions,but its mainusewill belater
on in translatingPDL formulaeto propositionallogic formulae.

Turningbackto divergentcomputations,andnotingthatasthenumberof statesis
finite, all non-terminatingcomputationsarecausedby loopsin theprogramtransi-
tion graph.For example,the2-loopK ú h � m%�Ü3Ü ? K ü h � m Ü3Ü ? K ú (4)

generatesan infinite computationoscillatingbetweenthe statesK ú and K ü . As an-
otherexample,considerthe4-loop

K úIú h  � m  �ÜaÜ£Ü ? K úûü hP� � m ��ÜaÜ�Ü ? K ü ü h  � m ÜaÜ£Ü ? K üJú h�� � m �ÜaÜ�Ü ? K ú ú É
It involves two variablesand cannotbe decomposedinto two simpler 2-loops.
Showing terminationof the AutomationManagerprogramcan thus be accom-
plishedby proving theabsenceof å -loopsfor all åÚæS@ . Notethat thecaseå Àç@ß Proofsof all lemmascanbefoundin theappendix.
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in particularcoversthosesituationswherethe loopsaredueto an overlapof the
when-partsof two rulesfor thesamevariable,i. e. when K ú �%K ü W Àç"jhlk m  )�"jhlk m%� . It
is thusof particularimportance.

To prove the non-existenceof loops—aswell as the otherconsistency criteria—
directly within the Æ PDL formalism,we canin principledistinguishtwo mainap-
proaches:eitherby modelcheckingor by theoremproving. For thefirst approach,
a Kripke structurehasto be createdbasedon the elementarypropertiesp�qsrM� of
theatomicassignmentprogramsandon thevalidity of thepropositions�jhlk m , con-
sideringtherestrictionsp�qsrMt . This stepbuilds a structurethat fulfills thegeneral
preconditionPRE. Thenit is checkedwhetheror not the Æ PDL consistency criteria
(withoutpreconditions)arefulfilled in thegeneratedmodel.In thetheoremproving
formalism,wetry to derive theconsistency criteriadirectly from thepreconditions.

We have chosenyet anotherway which translatesthe PDL proof obligationsinto
purely propositionallogic formulae.This facilitatesthe applicationof advanced
propositionalSAT-checkerswhich have shown goodperformanceon a numberof
industrialstrengthproblems(see,for example,[3,20]).

3.3 Conversionto PropositionalSatisfiability

Conversionto a purely propositionalformalismrequireshandlingdifferentstates
within oneformula.We userestrictionsto achieve this goal.

Theproperrestriction "äW h � m of a propositionalformula " is definedasthehomo-
morphicextensionof thefunction

��h�èék m�è�W h � mÅÀ êëëì ëëí
î

if fñÀ¦f�ï4�Pn À¿naï4�ð
if fñÀ¦f�ï4�Pn��À¿naï4��jh è k m è if f��À¦f ï É

Thefollowing lemmaallowstheformulationof propositionalpropertiesconcerning
multiplecomputationstates.

Lemma 3 Let K ú h � mÜ�Ü ? K ü . Then K ü W ÀX" iff K ú W À["äW h � m .
TheAutomationManagerprogramterminatesif W À Ò p�q�d ' Æ S. By definitionof
thesemanticsof Æ PDL andthesingle-stepAutomationManagerprogramS, this
is equivalentto

J]R^�%K ú OñW À Ò p�qDd ' ¡ K ü ��K þ É�ÉyÉ� �ÞÖæ�Ø�É |
hwvyx Á k mlv�~jò JLKwÝÄ��KwÝ�� ü OsUYCjJ6 �hlk m�O
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for all R^��K ú . By usingDefinition1 wegetfor all K ú
K ú W À PRE d ' ¡ K ü ��K þ É�É�ÉÄ �Þcæ¿Ø ¡ f_Ý4n�ÝbÉ�KwÝ h�ó � m9óÜlÜ£Ü ? KwÝ�� ü É (5)

Wewantto specializeon2-loopsnow. Accordingto Formula5, absenceof 2-loops
is expressedby

K ú W À PRE d ' ¡ K ü ��f��Pn ú �Pn ü É�K ú h � m �Ü3Ü ? K ü h � m�Ü3Ü ? K ú É (6)

The two  �hlk m Lô � -transitionscan be performedprovided the following holds (by
Lemma2): K ú ��K ü W À¿p�qsrat K ü W À[��h�k m%� K ú W ÀX��h�k m K ú W À["jhlk m%�j)�'c�jhlk m�� K ü W À["jhlk m  )�'c��h�k m K ú W À[�j�Fk ��ãäd K ü W À[�j�Fk � for all �=�À¦fF���/Uog.�
Accordingto Lemma3, this is equivalenttoK ú W À[p�qsratÆ)V�jhlk mÄ8)�JL"�h�k m � )�'c��h�k m � O3)�J6p�qsratÆ)V�jhlk m � )�"jhlk m�8)�'c��h�k m��O�W h � m � �
whichcanbefurthersimplifiedtoK ú W À¿p�qsrMt�)V�jhlk mÄ8)V"jhlk m � )V"�h�k m�QW h � m � É
Substitutingthis formula backinto Formula6 we obtain,after droppingthe now
superfluousexistentialquantificationover K ü ,K ú W À PRE d ' ¡ f��Pn ú �Pn ü ÉMp�qsrMt�)V��h�k m  )V"�h�k m%�3)V"jhlk m  W h � m%�¬É
As thepropertiesof atomicprogramsarenotneededany morenow, wecanreplace
PREby p�qsrMt . Simplificationandmoving thequantifiersto thefront yields

 Ff��Pn ú �Pn ü ÉMp�qsrMtGd '¤õ��jhlk m  )V"jhlk m��3)V"jhlk m  W h � m%�Äö�É
Thepropositionalformulaexpressingabsenceof 2-loopsthereforereads

p�qsratGd '¤õ��jhlk m�b)V"jhlk m � )V"jhlk m�QW h � m � ö£� (7)

which hasto be valid for all fF��n ú , and n ü . Similarly, the absenceof 3-loops is
reflectedby thevalidity of

p�qsratÙd ' õ ��h�k m  )V"�h�k m%�3)V"jhlk mP�BW h � m%�3)V"�h�k m  W h � m9� ö
for all fF��n ú �Pn ü , and n þ . Theextensionto å -loopsinvolving only onevariable f is
obvious.Thegeneralcaseof å -loopsis morecomplicateddueto differenttypesof
loopsinvolving modificationof multiple finite domainvariables.
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3.4 Generalizationto å -Loops

We now considerthe generalcaseof å -loops, assumingthat the potential loop

involvesstatesK ú ��É�ÉyÉy��Kw÷�ø ü . Wethenhave KwÝ hÄó � m9óÜ�Ü�Ü ? KwÝ�� ü for all Þ with Ø&ùñÞÖúÚå Ü � ,
and Kw÷�ø ü hÄû�ü � � m9û�ü �Ü�Ü£Ü�Ü�Ü£Ü ? K ú . As in therestrictedcasesabove, by Lemma2, the  `h�óýk m9ó -
transitionscanbeperformedprovidedthefollowing holds:KwÝcW À¿p�qsrMt for Ø&ùñÞÖúþå (8a)K ú W À[�jh û�ü ��k m ûwü � (8b)KwÝcW À[�jhÄó ü � k m9ó ü � for Ø!úþÞÖúÚå (8c)KwÝcW À["jhÄó�k m9ó�)�'c�jhÄóýk m�ó for Ø&ù¦ÞÖúÚå (8d)KwÝcW À[�j�Fk ��ãäd KwÝ�ø ü W À[�j�Fk � for ���À¦f_Ýýø ü �Ö�/Uog.� and Ø&úÚÞÖúÚå (8e)K ú W À[�j�Fk ��ãäd Kw÷Qø ü W ÀX���Fk � for ���À�fB÷�ø ü �Ö�/Uog.� (8f)

Of course,it wouldbepossibleto testfor all possibleå -loopswhethertheformulae
above hold for the inclosedstatesK�Ý . But as thereare ÿ ¼ À � hwvyx @�� ~�� � states
(and still ÿ�� À�� h�vHx W�g.h�W properstates),the number ÿ SEQ÷ of possibleå -loop
sequencesgrows very quickly with ÿ SEQ÷ À JLÿ ¼�O ÷ (resp. JLÿ���O ÷ ). Moreover, most
of the statestrivially do not fulfill the above formulae,independentof the "jhÄó�k m9ó
involved.Thereforewe try to consideronly “sensible”loops.

In thefollowing, a sequence�à À=J]à ú ��É�É�ÉH�Pà�÷�ø ü O of atomicprogramsà�Ý À �jhÄóýk m�ó is
calledanactionsequence. Eachactionsequence�à is relatedto awholeset �iJ��àºO of
transitionsequencesby

�.J6��h  k m  ��ÉyÉ�Éy�P��h û�ü ��k m û�ü �POÓÀÔ�JLK ú ��É�É�ÉH��Kw÷�ø ü O`WaKwÝ hÄó � m9óÜlÜ£Ü ? KwÝ�� ü ��Kw÷�ø ü hÄû�ü � � m9û�ü �Ü�Ü£Ü£Ü�Ü�Ü ? K ú ×¨É
Note that it is the actionsequence�à that determineswhetheror not all of the as-
sociatedtransitionsequencesform a loop. Thus,in the following we characterize
actionsequencesthatmayleadto loops.

Definition 4 (Loop CandidateSequence)Anactionsequence�à ÀçJ]à ú ��É�É�Éy�Pàa÷Qø ü O
with à�Ý À ��h�ó�k m9ó is a loop candidatesequence, provided that the following two
criteria hold:

(1) There are eithernoneor at leasttwo actionsfor each variable: For all à�Ý À�jhlk m thereexist 	 and naï	�À¿n such that àB«ÅÀ[��hlk m9è .
(2) Betweentwo actionssettingvariable f to the samevalue n there mustbe

anotheraction involvingvariable f : If à�ÝéÀ�àB«ßÀ���hlk m and Þ¤ú
	 thenthere
exist indices ���� such that
(a) ÞÖú��äú�	 and à�� À¿�jhlk m è for somen ï and
(b) either ��úþÞ or ����	 , and à�� À¿��h�k m9è è for somenaï ï .
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Definition 5 (Last Action Set) Givenanactionsequence�à , thelastactionset ��J��à�O
containsthoseactionsthatare thelast for that variablein thesequence:

��J��à�O ÀÕÔ_à�ÝÑÀ¿�jhlk m/W�àB«ÅÀ¿��h�k m9èFd�	^ùñÞP×¨É
Lemma 6 Let �à ÀçJ]à ú ��É�É�ÉH�Pà�÷�ø ü O bea loopcandidatesequence. Then

� Ó¤Ó Ò J��à�O < À p�qsrMt�) u� ��� � v�������� ��h�k mc) u
ú�� Ý! M÷�Pó � � � ó � � ó "�h�ó�k m9óPW h�ó ü � � m9ó ü � k#" "#"1k h  � m  (9)

is satisfiableiff thereis a loopingtransitionsequencein �iJ��àºO . Moreover, themodels
of
� Ó/Ó Ò J��à�O are (starting)statesof loopingtransitionsequences.

Lemma 7 Let �à be an action sequence. If �.J��àºO��À%$ , then �à is a loop candidate
sequence.

Theorem 8
� Ó¤Ó Ò J��àºO is unsatisfiablefor all loopcandidatesequences�à of lengthå iff theexpertsystemcontainsno å -loops.

The maximal length of a loop that we have to searchfor is only limited by the
numberof differentcomputationstates.Thus,wehave to checkfor loopsof lengthå up to å'&)(+* À,� h�vHx Á W�g.h�W . It is evenpossibleto constructa rulesystemthatloops
but containsnoloopsof lengthå�úÚå'&)(+* . Consider, for example,thegeneralization
of an - -bit counter, wheretheonly loop involves @/. states.In a practicalsetting,
theremaybeanapriori limit on loop lengthsthatcanbeconsiderablysmaller.

Comparedto the å -fold productof the setof all states,the setof loop candidate
sequencesof length å cancausea substantialreductionon casesto be checked.
As mentionedabove, the numberof properstatesequencesof length å is deter-
mined by ÿ SEQ÷ À J � hwvyx W�g.h�WÍO ÷ . The numberof action sequencesof length å
is (asymptotically)alreadymuchlower with ÿ ASEQ÷ À J10 h�vHx�Á W�g.h�WÍO ÷ . For a fur-
ther analysisof the numberof loop candidatesequencesÿ LCS÷ , we make some
simplifying assumptions.Let n À 24365�hwvyx�Á�ÔQgih_× be the maximal variable do-
main size,and � À W »½¼W be the numberof statevariables.Then the numberof
all loop candidatesequencesof length å can be approximatedby J6n\®7�²O ÷ . The
numberof sequencesviolatingcriterion(1) of Definition4 canbeapproximatedbyÿ ü À¿n�®8�b®ýå`®�J]n�®�J1� Ü �BOPO ÷�ø ü , andthenumberof sequencesviolatingcriterion(2) byÿ þ À¿nc®9��®6åT®%J§å Ü ¥�O�®lJ]nc®%J:� Ü �BO9O û�ü �� ®%J6nc®9�²O û�ü �� . Thus, ÿ LCS÷ ; J6nZ®��ºO ÷ Ü ÿ ü Ü ÿ þ É
Whatis notconsideredsofar, but leadsto a furtherimprovement,is thatonly those
loop candidatesequenceshave to beexaminedwhich do not containanotherloop
candidatesequenceasa subsequence.
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3.5 RuleEvaluationOrder

Not all loopsdetectedby thepresentedmethodinevitably haveto occurin anactual
implementation.For example,in the formulaeabove, the statesof the loop have
to be reachablestatesof the computation.With regard to observation variables,
we arenot allowed to supposeany restrictionson possiblevariablevalues,so all
combinationshave to beconsideredviable for them.But somecomputationstates
maynot occurdueto a pre-imposedrule evaluationorder. So,somestatesmaybe
unreachable,anddonothave to beconsidered.

Wemodeledtheevaluationorderby assumingthatall ruleschangingvariableswith
higherpriority have beencomputedalready. We denoteby �<�Xf that theevalua-
tion priority of � is greaterthanthatof f , i.e., all rules  `�Fk � areevaluatedbefore
any rule  �hlk m settingvariable f is considered.Then,to take into accountrule eval-
uationpriority, we canusethefollowing extendedformula insteadof Formula(7)
to checkfor 2-loops:

p�qsrat=) u��vHx�ÁHk �'=Mh�Äv�~È JL"��Fk �Öd �j�Fk ��O�d '¤õ��jhlk m  )�"jhlk m��3)V"jhlk m  W h � m%�ÄöÕÉ (10)

This modificationnaturallyextendsto thecaseof 3-loopsand å -loops.In our ex-
periments,however, weonly consideredthecaseof 2-loops.

Note that rule evaluationordermaycounteractfairnessof rule evaluation.I.e., by
fixing acertainruleevaluationordersomerulesmaynotbeevaluatedatall, because
of eithera loop in thecomputationof valuesfor variableswith higherpriority, or
becauseof two simultaneouslyactivatedrules,wheredueto the fixed evaluation
order always the sameone rule is selected.Assumingthat no suchloops occur
during the computationsof variableswith higherpriority, the first casevanishes
andonly thesecondcaseremains.Thus,fairnessof ruleselectionhasto beassured
only for variableswith thesamepriority.

4 Verification Techniques

We will now describethe techniqueswe usedto prove thepropositionalformulae
of the last section.We also show how the counter-modelsthat appearin casea
propositioncouldnot beprovedcanbemademoreintelligible.

Davis-Putnam-StyleProver. We useda Davis-Putnam-style(DP) prover to show
theunsatisfiabilityof thenegationsof the2-loopformulae.Theprover wasdevel-
opedin theSymbolicComputationgroupat theUniversityof Tübingenin collabo-
rationwith A. Kaiserfor checkingindustrialproductdocumentation[16,20,31].In
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contrastto otherDP implementations[21,42], it is specificallygearedtowardsin-
dustrialstrengthinputs.Firstbecauseit doesnotrequirethe(potentiallyvery large)
input to bein conjunctivenormalform. Second,it allows thedirectspecificationofå -out-of-- -constructsthatfrequentlyoccurin practicalapplications,in ourcasein
the translationof the finite domainrestriction p�qsrMt to Booleanlogic. More pre-
cisely, thereis asetof å -aryselectionoperators > ÷ü , suchthat > ÷ü JL" ü ��É�É�ÉH��"�÷¨O holds
whenexactly oneof the formulae " ü ��É�É�ÉH��"j÷ holds.Using this selectionoperator,
andassumingthat thevariabledomainsareordered,i.e. g.h À J]n h ü ��ÉyÉ�Éy�Pn h � ~� � O , we
canrestatep�qsrMt as uhwvyx > � ~� �ü JL��h�k m � � �yÉ�É�Éy�%��h�k m � ? @ � ? OoÉ
So insteadof the original formula p�q�rMt , which is quadraticin the domainsizesW�g.h¨W , we just have to deal with a linear-size formula in the extendedlanguage.
Third, it containsanexplanationcomponentthathelpsto pinpointsmallunsatisfi-
ablesubsetsof theinput.

Today’s SAT-solvers are often very efficient in solving encodingsof real-world
problems,wherethey arecapableof handlingproblemscontainingup to several
thousandsof variables.On the otherhand,as the SAT problemis NP complete,
thereareobviously muchharderSAT instancesevenat smallersizes.However, it
turnedout that they occurinfrequentlyin practice[19]. Our experimentscorrobo-
ratethisobservation.

BDD-basedApproach.Anothertechniqueto provepropositionalformulaeareBi-
nary DecisionDiagrams(BDDs). BDDs uniquelyrepresentBooleanfunctionsas
binary graphs,so that validity canbe checked in constanttime, oncethe BDD is
built. BDDs weresuccessfullyemployed in therealmof hardwareverification[5]
whereone of the most commonapplicationsis to prove the equivalenceof two
hardwaredesigns.So,in additionto DPsolvers,wealsoexperimentedwith BDDs,
whereweusedSomenzi’s CU DecisionDiagrampackage[33].

TheDavis-Putnamalgorithmproducesasoutputeither“satisfiable”or “unsatisfi-
able,” in the formercasepossiblyaccompaniedby a list of models(examples).In
contrastto this,BDD constructionalwaysresultsin a formula.Soif theproblemis
satisfiable,i.e.notequivalentto

ð
(false),theresultingBDD encodesall satisfiable

instances.This is a big advantageover DP-styleSAT-solvers,asit allows further
inspectionof the resultingformula. Hence,if the outcome“unsatisfiable”needs
explanation,theminimalunsatisfiablesubsetsascomputedby ourDPimplementa-
tion areneeded;otherwise,weneedaconciserepresentationof thesatisfiablecases,
muchasby BDDs. In our applicationof proving terminationof theexpertsystem,
wewerethusableto furthersimplify thecounter-modelrepresentationof thecases
in which theexpertsystemstartsoscillatingbetweendifferentcomputationstates.

Thesimplificationweappliedto Formula10distinguishesbetweenmainvariables
andsidevariables. Main variablesarethosevariablesoccurringin therules  `hlk m 
resp.  �hlk m%� . Theseare of specialimportance,as theseare variablesof the rules
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makingup the possible2-loop.All variablesoccurringonly in p�qsrat or in rules
with higher priority, i.e. in  ��Fk � with � �}f , are side variables,which can be
thoughtof as describingthe environment in which the loop possiblyoccurs.In
ordernottoconfusetheuserwith additionalvariablesirrelevantto theoccurranceof
the loop, we thereforeappliedexistentialabstractionover all sidevariables.Thus,
we areonly interestedin assignmentsto main variablesthat canin someway be
extendedtoall sidevariables,whilestill fulfilling thesideconditionsof Formula10.

More formally, we generateda quantifiedBooleanformula ¡ �A É " where " is For-
mula(10)and �A containsexactly thosevariablesnot appearingin  �hlk m  and  `hlk m%� ,
i.e. �A ÀÂ»�B/J VarJ6 �hlk m  Oj+ VarJL `h�k m%�PO9O .
It would be interestingto comparethe efficiency of the two approachesfor gen-
eratingproofsof consistency propertiesof expert systemsin general,as the two
methodshave shown advantagesin differing fields [38]. In our experiments,how-
ever, theformulaeweretoosmallto observeasignificiantdiscrepancy in efficiency.

Implicit Assumptionson Observation Variables. Not all combinationsof possi-
blevaluesfor observationvariablesreallydooccur. But whichof themarepossible
andwhich arenot is not laid down in the AutomationManager’s expert system.
For our verificationtaskwe thusaddedsomefurther restrictionsto the set p�q�rMt
reflectingcasesthat do not occur in practice.Thesecaseswerespecifiedby SA
expertsfrom IBM afteraninvestigationof thecounter-models.

5 Experimental Results

Weconductedexperimentswith asubsetof therulesof theAutomationManager’s
Logic Deckandexemplarilyinvestigatedthe41rulesfor thecompoundstatuscom-
putation.Thecompoundstatusindicatestheoverall statusof a resourcedepending
on its automationgoal,theactualstate,andon thestatesof otherresources.It can
takeany of sevendifferentvalues,sowehadto perform21proofsof Formula(10)
to show the absenceof 2-loops.Insteadof proving theseformulaedirectly, we
testedtheir negationsfor unsatisfiability.

We usedour DP-styleprover implementationto checkthegeneratedformulae.As
our implementationallowsspecialselect-å -out-of-- -constructs[16], formulasizes
couldbekeptsmall.All formulaecontained72propositionalvariables,39of them
werestatevariables,33 observation variables.The generatedpropositionallogic
formulaecontainedaround1500atomicsymbols.Proofsor counter-modelsfor all
formulaewerefoundin underasecond.Initially, sevenof the21instancesweresat-
isfiable,eachindicatinga possiblenon-terminatingcomputation.However, further
examinationshowedthatmostof thesecasescannotoccurin practice.Thereason
for thesefalseerrorreadingslies in anincompleteformalizationof therulesystem.
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Implicit assumptionsonwhichstatesarereachablehaveto bemadeexplicit in order
to achieve practicallyusefulresults.Thus,we addedtheabove-mentionedfurther
restrictionson observationvariables,which broughtdown thenumberof inconsis-
tenciesto three.For thesethreecaseswe generatedBDDs of the2-loop-formulae.
The times to build up the BDDs again were undera second.For simplification,
we thenmadeuseof theBDD representationby applyingexistentialabstractionto
variablesnot occurringin therules’ when-parts.This helpedgreatlyto find out in
whichsituationsa loopoccursandthusfacilitatedcorrectionof therules.

All of our detected2-loopswerereproducedby emulationona zSeriestestsystem
andresultedin a modificationof the final product.Thusthe final versionis veri-
fied to containno 2-loop-errors.So,by identifying real defects,we could further
increasethereliability of theAutomationManager.

First correlationrule:

correlation set/status/compound/degraded :
when status/compound NOT E C Degraded D

AND status/automation E C Idle, Internal D
AND ( ( status/desired E C Available D

AND status/observed E C Degraded D
AND status/startable E C Yes D

)
OR
( status/observed E C Starting, Stopping D

AND correlation/group/IsAutomating NOT E C True D
AND correlation/external/stop/failed E C False D

)
)

then SetVariable status/compound = Degraded

Secondcorrelationrule:

correlation set/status/compound/problem :
when status/compound NOT E C Problem D

AND ( status/observed E C Problem D
OR status/automation E C Problem D
OR ( status/automation E C Idle, Internal D

AND ( status/startable E C No D
OR status/observed E C Harddown D )

)
OR ( status/observed E C Available, Degraded, Problem,

Starting, Stopping, WasAvail D
AND correlation/external/stop/failed E C True D

)
)
AND test.0var E C Off D

then SetVariable status/compound = Problem

Variablesettings:

status/startable = Yes,
status/observed = Degraded,
status/desired = Available,
status/automation = Internal,
test.0var = Off,
correlation/external/stop/failed = True,
correlation/group/IsAutomating = False,

Fig. 5. CorrelationRulesandVariableSettingsCausing2-Loop.
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Figure5 furtherillustratestheresultsof ourexperiments.Theupperpartshowstwo
correlationrulesfor whicha2-loopwasdetected.Thegeneratedpropositionalver-
ification conditionfor theserules,accordingto Formula(10), containsencodings
of bothrules’ when-parts(on theright handsideof theimplication),aswell asthe
remaining34 rules(aspartof theleft handsideof theimplication).We alsoadded
furtherrestrictionsonobservationvariables,for exampleE ,

F ·²¹�·HG F F ·²¹M»M·²¹�½F¾�¶ IKJªd F ·²¹a·HG F JQ½ F ¶a»HL�¶NM F ·²¹a»�·�¼OIQPÕÉ
Runningour DP-styleprover for this particularcasegeneratesa list of 301models
providing examplesfor which Formula(10) doesnot hold. Oneof thesemodels
consistsof the following propositionalvariablesset to true, andall othersset to
false:

fd extstopdelayed true correlation can be started correlation external stop failed
correlation may send orders correlation set status compound degraded
correlation set status compound problem flag automation disabled
flag expect extstop yes flag external stop always flag hold no
group nature basic request desiredstatus da request desiredstatus origin
status automation internal status compound automating status desired available
status observed degraded status observed null status startable yes test 0var off

UsingtheBDD representationof the2-loop-formulaandexistentiallyquantifying
overall variablesthatdonooccurin thewhen-partsof thetwo correlationrulesof
Figure5, we arrive at oneremainingcase:

status startable yes status observed degraded status desired available
status automation internal test 0var off correlation external stop failed

The variable settingcorrespondingto this caseis also shown at the bottom of
Figure5. So when the variablesaresetas indicated,SA’s rule systemoscillates
betweenthe statewherestatus compound = Degraded andthe statewith
status compound = Problem. SystemAutomationexpertsatIBM corrected
this loopby modifying thesecondcorrelationrule.

In the other two situationswhere2-loopshave shown up, threecasesremained
to consider(as opposedto one in the exampleabove) after applicationof BDD
simplificationtechniques.

E Namesfor propositionalvariablesareconstructedby replacingslashesby underscores
andappendingthevariable’svaluewith anunderscoreto thefinite domain’svariablename.
The translationof Booleanfinite domainvariables(i.e. with domains R True,False S ) is
simplified,asshouldbeobvious.
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6 Industrial ExperiencesSummary

Theperformanceandimpactof formal methodsin industrialsettingshasbeenthe
subjectof many articles,see[4,6,11,26],for example.Hall [11], andBowen and
Hinchey [4], havereportedsuccessstoriesandhaveusedtheseto arguethatwidely
heldconcernsandreservationsaboutformalmethodsareindeedmythsthatneedto
bedispelled.FentonandPfleegerhave takena morecautiousview ([7], embedded
in [26]). Someof their concernis thatmostwork to datehasbeenonspecification,
thatwe mustbetterunderstandhow to chooseamongthemany competingformal
methods,andthat thereis still no hardevidenceto show that formal methodsare
costeffective, or thatsufficient numbersof developersanduserscanbetrainedin
them.

CombiningexperiencesfromthisprojectandourpreviousBIS T projectfor proving
consistency assertionsfor automotiveproductdata[20,31],wenow reportonsome
of our own findings,and we try to relatethem to the well-known 7+7 “myths”
[4,11]. Notethatbothprojectsareconcernedwith finding andremoving defectsin
mostlyfinishedproducts(BIS is concernedwith dataconsistency only). Sinceboth
originatedin anorderfrom industry, we would at oncearguethat they helpdispel
myths6 and7,becauseourformalmethodswereacceptableto usersandwereused
on real software,resp.real data.In both cases,the methodswerealsonecessary,
dispellingmyth12,becausewefoundresidualbugs;however, it canbearguedthat
thebugswereunlikely to surface.

Verification, validation, and debugging. First, let usturn to Hall’s myth 1: “For-
mal methodscanguaranteethatsoftwareis perfect.” Formalverificationis attrac-
tive because,as Dijkstra hasobserved, it can prove the absenceof errorswhile
testingcanonly prove their presence.Thenotionof formal verificationcarriesthe
connotationof completecorrectness:First,a formalmodel U�� andaspecification:V� are produced,and then it is shown that UW�ÎW À :�� , i. e., :V� holds of UW� .
In contrast,validationmustneedsremainincomplete,becausetheuser’s expecta-
tionsareinformal. However, providing completeformal specificationsandformal
semanticsis very hardandtime consumingfor humans,andmasteringthe ensu-
ing proofs is just ashardfor theoremprovers,whetherhumanor mechanical.In
rule-basedsystems,at leastthesemanticspart is manageable,dueto their proxim-
ity to logic formalisms.Completeformal specifications,however, just do not exist
in practice,or they arefeasibleonly for a small subsetof the entiresystem.It is
only possibleto capturea few of the requirementsformally, asa set XK� of theo-
remswhich arenecessaryfor thecorrectnessof � . Hencethedistinctionbetween
validationandverificationbeginsto blur becauseall we canhopefor is theformal
verificationof XY� , whichamountsto formalvalidation.Thereforeit is alreadyinter-
estingto applyformalverificationtechniquesto selectedtypesof theorems,which,

T Baubarkeits-Informations-System(constructibilityinformationsystem)
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if they hold,will greatlyincreaseourconfidencein thesystem.

Both our projectsareaboutfinding bugsin existing systems.In practice,eventhe
completeverificationof a program � is lessimportantthanthe discovery of pro-
grambugs,or errors.This is becausethe successfulverificationwill only happen
once,at the endof the developmentof � , whereaserrorsmustbe found during
theentiredevelopmentprocessleadingupto theverification.Thefinal verification,
proving that � is freeof errorsof this type,is veryniceto have,but in practice,due
to themany additionalinformal requirementsandparameters,it never meansthat� is totally correct[11]. So the real issueis debuggingratherthanverificationin
thepuresense.

Businessobjectives.Total correctnessis practicallynever achievable,sothebusi-
nessobjective is usuallynot total correctness.It is to make money by deliveringa
productwhich hasthebestquality thatcanbeafforded.Sincequality is important,
elaboratequality assurancemethodswill alreadybe in place(which dispelsmyth
10 that formal methodsreplacetraditionalones).Formal methodsare expensive
to applybecausethey needhighly trainedpersonnel(confirmingmyth 4). If other
methodsareableto deliver thenecessaryquality, they will mostlikely becheaper
andwin.

Businessprocesses.Quality assuranceis only one step in the businessprocess
of producinga product.Establishedsuccessfulbusinessprocessesareextremely
valuableandexpensive to changebecauseof many interdependentissues.At the
sametime they may only be laid down informally. It is very difficult to comeup
with a formal specificationfor even a part of sucha businessprocess,and it is
almostimpossibleto changethe process.New methods,suchasformal methods,
mustbe seamlesslyintegratedinto the processandfunction with the established
work force.As Craigen,Gerhart,andRalstonhaveobserved[6]: “Industrywill not
abandonits currentpractices,but it is willing to augmentandenhanceits practices.”

Time and efficiency. The time of all personnelintegratedinto a businessprocess
is exceedinglyexpensive. Thereis little sparetime for experimentation.Formal
methodsmustrunveryefficiently. While it maybeof little concernhow muchtime
it takesto proveanew mathematicaltheorem(once),it is of greatconcernwhethera
humanoperatoris delayedfor minutesevery timea formalmethodis activatedin a
developmentcycle.Theindustrialpropositionalformulaewefacedwereextremely
large for BIS (hundredsof thousandsof terms),but surprisingly“harmless”for
SAT checking.However, the formulaemay be generatedautomaticallyfrom real
data,soa greatmany of themmustbehandledefficiently. At onetime,conversion
to conjunctive normal form wasa real problemfor BIS until a new prover [16]
wasdeveloped.We alsoparallelizedour algorithms[30], but we did not yet apply
parallelismin industry.

Meaningful explanation.Sincedebuggingis therealissueratherthanverification,
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evenfailedvalidationscanbeextremelyuseful,providedthatthey revealcostlyer-
rors that establishedprocessesfail to expose.Thereforewe cannottake “no” for
anonly answer. A failedproof is usefulonly if it canbeexplainedin an intelligi-
ble way. It hasbeenobserved in this context thatexplanationis a sadlyneglected
areaof automateddeduction[6]. Furthermore,it mustbepossibleto locatethecor-
respondingdefectsin the sourceprogramreadily from the explanation.Formulas
representingreal errorsmustbe succinctandintelligible. For SA, we normalized
themusingBDDs; in BIS, they areway beyondwhatBDDs canhandle,soa spe-
cial explanationcomponentwasdevelopedby A. Kaiserto find those(very few)
constraintsandvariableswhich causethe hugeconstraintsetsof BIS to become
unsatisfiable[17].

Due to incompleteformalizationsof the businessprocess,there may be failed
proofsthatdo not correspondto real(application)errors(falsepositives).Nobody
hastime to sift throughreamsof falsepositives.For bothBIS andSA wehadto go
backandaddextraaxiomsto ourmodelsto excludefalsepositives.Falsenegatives
(a failure to captureproblems)canseriouslyunderminethe credibility of formal
methods,soonly well debuggedverificationsystemsshouldbedeployed; thereis
no time for experimentationandonly afinite amountof goodwill out there.

7 RelatedWork

Therearetwo classesof relatedwork, namelyin FormalMethodsin general,and
in verifying expertsystemsin particular. Examplesof theformerhave appearedin
IEEEComputer, IEEESoftware, andIEEETransactionsonSoftwareEngineering,
suchas[4,6,11,26].Craigen,Gerhart,andRalston[6] pointoutthatformalmethods
canbeusedto assurethatcodeconforms;thatasimpledescriptionof thesemantics
of thelanguageis of relevance;thatcheckersof decidablefragmentsof theoriesare
important;that feedbackon failed proofsis sorelyneeded;andthat formal meth-
odsneedto augmentindustry’s practices.Thesepointsareall confirmedby our
experience,henceour emphasison a simplelogic with a highly efficient checker
augmentedby explanationcomponents.We alsofind it highly interestingthatwe
have foundtwo industrialapplicationswherepropositionallogic is genuinelyused
sothatwecouldaddSAT-basedverificationcomponentswith tolerableeffort.

On theotherhand,many differentproceduresfor verifying rule basedexpertsys-
temsareproposed,coveringa broadrangeof methods[8,10,23,24,27–29,41].Un-
fortunately, the underlyingsemanticsof the rules is not uniform: somesystems
interpretrulespurelydeclarative aslogical implications[25,28],whereasin other
systemsruleshave anoperationalsemantics,in which factsareaddedor removed
from a pool of working knowledge(statespacemodel)[8,14,27].Grumberg et al.
consideran even moregeneral(programming)systemof (iterated)guardedcom-
mands[10].
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Moreover, the inferencemechanismis not standardized.Here,we want to point
out just two differentiatingaspects:forward-chainingvs.backwardreasoning,and
sequentialvs. parallelrule execution.Whereastheformerusuallydoesnot have a
direct impacton rule semantics,the latter caninduceconsiderabledifferences.In
the parallelexecutionschemethe IF-statementsof all rulesareevaluated,andall
matchingactionsarethenexecutedin parallel.In thesequentialsetting,oneof the
matchingactionsis chosennon-deterministically. Induceddifferenceson possible
inconsistencieswill bepointedoutbelow.

Obviously—reflectingthediversity in expertsystems’semantics—thereis a huge
variety of differenterror detectionandverificationmethods.The typesof errors
underconsideration,however, are relatively uniform, and it is graduallybecom-
ing commonpracticeto classifytheminto four groups(see[22,28]): redundancy,
conflict, incompleteness,andcircularityerrors.

Redundantrules(or partsof rules)canberemovedfrom theexpertsystemwithout
affecting its deductive power. Redundantrules can arisebecauseof duplication,
subsumption,unnecessarypartsin the IF statements,or morecomplicatedforms
suchaschainedredundancy [28].

Conflictsarisewhencontradictoryfactscanbederived from theknowledgebase.
In systemsinterpretingrulesas logical implicationsconflictsdirectly correspond
to logical inconsistencies.In thehypergraphapproachof Ramaswamyet al. [28],
whereno negationscanoccur, additionalconsistency conditions(constraints)are
usedfor expressingforbiddenvariablecombinations.Systemsemploying thestate
spacemodelreveal a differentperspective of conflicts.In modelswith sequential
execution,wherenegationscorrespondto theabsenceof factsin theworkingmem-
ory, noconflictscanoccur, asit is impossiblefor afactto besimultaneouslypresent
andnot present.In this setting,inconsistenciesareall dueto additionalintegrity
constraintson the variables—asis the casein the hypergraphapproach.Parallel
execution,on theotherhand,canactivatecomplementaryactions,oneerasing,and
theothersettingthesamefact.Thus,conflictsbetweenanactionandits negation
candirectly occurin this setting.

Incompletenessdealswith factsthat the expert systemcannotderive, but is sup-
posedto do so.Obviously, this is morea validationthana verificationissue.Of-
tenincompletenessis subdividedinto threeerrorcategories[22,29]:missingrules,
dead-ends(rules that produceno factsthat are further needed)and unreachable
goals(whentheantecedentof a rule cannever besatisfied).

Circularity is mainlyunderstoodin thesamesenseasin ourpaper, but in thepurely
declarative interpretation,this kind of circularity cannotoccur. Therefore,in the
rules-as-implicationspicturecircularityusuallyrefersto premisesof arule thatcan
bederivedby therulesystem[28].

Among the rareindustrialverificationsof expert systemswe want to mentionthe
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following: Spreeuwenberg etal. presenta tool to verify knowledgebasesbuilt with
ComputerAssociate’s Aion system[9]; they also treat real-life applications,for
examplefor thePostbankNederlandBV’s assessmentknowledgebase[35]. Rep-
resentative of many othersimilarprojects,Hörl andAichernig[15] formalizedand
verifiedasetof testcasesfor anair traffic voicecommunicationsystem.

8 Conclusion

In this paper, we reportedon an additionalquality assuranceeffort involving for-
mal methodson an industrialsystemcloseto shipment.By formalizing the IBM
SA AutomationManager’s rule-basedexpert systemwe could prove a restricted
non-loopingpropertyfor a part of the rule system,andwe could locateprogram
bugsfrom failedproof attempts.After modellingtherule actionsandconsistency
propertiesin Æ PDL, we convertedthemto a setof propositionalSAT properties
thatcurrentSAT-checkingtechniquescaneasilyhandle.

As aninterestingtaskfor thefuturewe seeanintegratedverificationapproachfor
boththehigh-level dependency conditionsonresourcesandthelow-level Automa-
tion Manager’srule-system.As thehigh-level conditionscanbeeditedby SA users,
verificationcannotremaina stepin the productdevelopmentcycle, but becomes
partof theusers’administrationwork, with all theinduceddemandsthisentailson
theverificationprocesssuchasuser-friendlinessor fully automaticproofs.

In this work, we have found a casein industry whereformal methodscould be
broughtin very lateto helpdebug analmostfinishedproduct.This wasmadepos-
sible becausethe programconsistsof a relatively abstractrule systemgiven in
termsof (almost)propositionallogic. Therewasstill asubstantial,but manageable,
formal modelling effort, describedin Section3 above. Sincewe mainly stayed
within propositional(Boolean)logic, we hadpowerful industrialstrengthdecision
proceduresat our disposal:advancedSAT-checkingalgorithmsandnormal form
representationsusingBDDs. Thereis evensomeleeway here,becausewe did not
haveto resortto ourparallelSAT-checker [30] yet.In thosecaseswhereourvalida-
tion lemmasdid nothold,werepresentedtheerrorconditionsasconciseBDDsand
couldthentracetheproblembackfrom themodelto errorstatesof theoriginal rule
system.We alsoconsiderit an importantobservation that in practicerule systems
maybeincompletelyspecifiedandthatformalizationrequiresto make implicit as-
sumptionsexplicit in orderto avoid meaninglessresults(falsepositives).

WeconcludethatFormalMethodsneednotall beaboutspecification,andthatthey
canevenbeappliedvery late in industrialprojectsto debug, respectively validate,
importantaspects,provided the projectalreadycontainsabstractinterfacesfrom
which thevalidationcanproceed.
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A Appendix: Proofsof Lemmasand Theorem

Lemma 2 Let Z�[]\^Q_`�`ba Zdc . Thenthefollowingholds:

e8fhg Z�[/iZdckj l�monqpsreutvg Z�[wj lyx \bz _ {}|�~ \bz _eu��g Zdckj l ~ \bz _eu��g Z�[wj l ~�� z ����� Zdckj l ~)� z � for all �<�l��7i������ ���

PROOF. (a) is obvious, asPREcontainsmonqpsr asa conjunct.(b) follows from
definitionof � e1� \bz _

g
, (c) from property(P2)of atomicprogram� \bz _ . (d) is a con-

sequenceof (P3)and(P4)in conjunctionwith monqpsr . �
Lemma 3 Let Z�[]\^Q_`�`ba Zdc . Then Zdckj l,x iff Z�[wj lyx�j \^Q_ .

PROOF. We prove the lemmaby inductionon the structureof x . Assumex is
atomic,i.e. x�l ~)� z � . We distinguishthreecases:First, if ���l,� , then

~)� z � j \^Q_ l~�� z � , and by Lemma2(d) the claim holds.Second,if � l�� and
� l � , then~�� z � j \^Q_ l
� , andby Lemma2(c) we alsohave Z�ckj l ~ \bz _ . Third, if �
l��'i � �ly� ,

then
~)� z � j \�^Q_ l,� , i.e. Z����j lyx�j \bz _ . Also, by Lemma2(a)and(c), wehave Z�c �j lyx .

Theothercasesareprovedusingthepropertythattherestrictionis ahomomorphic
extensionof theatomiccase. �

Lemma 6 Let ¡f l e8f [6i ����� i f�¢�£ c g bea loopcandidatesequence. Then

¤V¥w¥ ¦ e ¡fhg § l monqpNr { ¨©6ª9« ¬®�¯H°²±³´ ~ \bz _ { ¨
[µs¶�· ¢³®¸ ^ ©6ª ¸ « ¬ ¸

x \ ¸ z _ ¸ j \ ¸º¹d» ^Q_ ¸¼¹6» z ½#½ ½ z \+¾�^Q_9¾ (A.1)

is satisfiableiff thereis a loopingtransitionsequencein ¿ e ¡fQg . Moreover, themodels
of
¤V¥w¥ ¦ e ¡fhg are (starting)statesof loopingtransitionsequences.

PROOF. Let ¡f l e8f [6i ����� i f�¢�£ c g with
f ¶Àl�� \ ¸ z _ ¸ .

“ � ”: Assume
¤V¥�¥ ¦ e ¡fhg is satisfiable.ThenthereisastateZ�[ with Z�[wj l ¤V¥w¥ ¦ e ¡fhg .

We now constructa looping transitionsequence¡ZÁl e Z�[/i ����� i�Z ¢d£ c g with ¡ZÂ�
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¿ e ¡fQg , startingwith Z�[ . Define

Zv¶ÄÃ'c e ~�� z �
g]§ l

ÅÆÆÇ ÆÆÈ
É

if �,l��/¶9i� l � ¶9iÊ
if �,l��/¶9i�4�l � ¶9i

Zv¶ e ~)� z �
g

if �<�l��/¶ �
We now show that(8a)-(8f)holdsfor this ¡Z .
(8a) By induction on Ë , using the recursive definition of Zv¶ , and the fact thatZ�[�j lymonqpsr .
(8b) As � \�Ì ¹d» z _ÍÌ ¹d» is obviously in Î e � g , wehave Z�[�j l ~ \�Ì ¹d» z _ÍÌ ¹6» .(8c) Zv¶ e ~ \ ¸º¹d» z _ ¸¼¹6»

g l É holdsfor
ÊÐÏ Ë ÏÒÑ by definitionof Zv¶ .

(8e) Holdsby definitionof Zv¶ , as Zv¶ÄÃ'c e ~�� z �
g l,Zv¶ e ~�� z �

g
for �<�l��6¶ .

(8f) Considerany variable �Ó�l�� ¢�£ c . First, assumethereareno
fsÔ

and
�NÕ

withfNÔ lÖ� � z _Í× . Then Z�[Ðj l ~�� z �Ø��� Zdc�j l ~)� z �Ù�4� Ú�Ú�ÚÛ��� Z ¢�£ cwj l ~�� z �for all �Ü�<� � , which proves the claim. Otherwise,thereis an
fsÔ �ÝÎ e ¡fhg

with
fNÔ lÞ� � z _Í× for some

� Õ
. The precondition� �l�� ¢d£ c excludesthe caseß l Ñ ` É

. Therefore,we have Z Ô Ã'c�j l ~)� z _Í× by (8c) and
ß Ï�Ñ ` É

. By
repeatedlyusing(8e),weget Z/à�j l ~)� z _ × for all

ßNá ÉãâyäåâæÑ ` É . Z�[wj l ~�� z _ ×holdsby definitionof
¤�¥�¥ ¦ e ¡fhg , sothat Z�[wj l ~�� z �]��� Z ¢�£ ckj l ~)� z � for all�w�ç� � by (8a).

(8d) Wefirstprovethat Zv¶èj l,x \ ¸ z _ ¸ . By Lemma3wehave Zv¶ £ céj lyx�j \ ¸º¹d» ^Q_ ¸¼¹6» ���Zv¶�j lyx for all x and
ÊÐÏ Ë ÏÒÑ . So,by induction,Z�[�j lyx�j \ ¸º¹d» ^Q_ ¸º¹d» z#½ ½ ½#z \+¾�^Q_9¾Ò�4�Zv¶êj lëx for

Ê�Ï Ë ÏÓÑ
. Z�[Òj lëx \+¾®z _�¾ obviously holds.Let us now turn to

the proof of the secondpart, i.e. Zv¶çj l |è~ \ ¸ z _ ¸ . Let ìQcçl íïî Ï Ë�j f ¶ðl� \bz _ × for some
� Õ!ñ

and ìsòål�íïîæóôËðj f ¶�lõ� \ïz _ × for some
� Õ!ñ

. First, assume
that ìQcö�lø÷ . Thenlet î�ù,lûú4ü/ý'ísìhc ñ . We now have

f6þuÿ lÖ� \bz _�× with
��Õ �l �

becauseof Definition 4(2).So Z þuÿ Ã'c�j l ~ \bz _Í× , by (8e) Zv¶éj l ~ \bz _Í× , andby (8a)Zv¶�j l |è~ \ïz _ . Now, for thesecondcase,assumeìQcèly÷ . Then,asDefinition4(1)
yields ìQc��åìHò��ly÷ , weget ìHòw�l,÷ . Let î�ùÜl�ú4ü/ý'ísìsò ñ . Then

f/þuÿ l�� \bz _�× with��Õ �l � becauseof Definition 4(2) and ìQcqlÙ÷ . Again,we have Z þuÿ Ã'c j l ~ \bz _Í× ,andby repeatedlyusing(8e),andonce(8f), we get Zv¶ j l ~ \ïz _Í× . Thus,by (8a),Zv¶�j l |è~ \ïz _ .“ � ”: Assumethereisaloopingtransitionsequencein ¿ e ¡fQg , say ¡Z l e Z�[6i ����� iZ ¢�£ c g .
Then (8a)-(8f) holds for ¡Z by Lemma2. Now, becauseof (8a), Z�[Üj lëmkn psr .
Repeatedapplicationof Lemma3, as above, in conjunctionwith (8d) yieldsZ�[�j l,x \ ¸ z _ ¸ j \ ¸º¹d» ^Q_ ¸¼¹6» z ½#½ ½#z \9¾9^Q_�¾ for

Êöâ Ë ÏÒÑ . By repeatedapplicationof (8e)andfi-
nally (8f) weget Z�[�j l ~ \ïz _ for all � \ïz _ ��Î

e ¡fQg . Thisproves Z�[wj l ¤V¥w¥ ¦ e ¡fhg . �
Lemma 7 Let ¡f be an action sequence. If ¿ e ¡fQg �l%÷ , then ¡f is a loop candidate
sequence.

PROOF. As ¿ e ¡fhg �l ÷ , thereis a sequenceof states
e Z�[/i ����� iZ ¢d£ c g �æ¿ e ¡fQg with

Zv¶ \ ¸ ^Q_ ¸`ï`K`®a Z�¶¼Ã'c for
ÊÐâ Ë â�Ñ ` É and Z ¢d£ c \9Ì ¹d» ^Q_ÍÌ ¹d»`Q`K`�`K`K`sa Z�[ . Assumenow that ¡f is not

a loopcandidatesequence.Thenwecandistinguishtwo cases:
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(1) Thereis a variable � occurringonly oncein ¡f , say
f ¶�lØ� \bz _ . By (8b) or (8c)

weeitherhave Zv¶ÄÃ'coj l ~ \ïz _ if Ë ÏÒÑ ` É or Z�[wj l ~ \bz _ if Ë l Ñ ` É . In bothcasesZ þ j l ~ \bz _ for
Ñ ó�îçóØË by (8e),and,moreover, by (8f) and(8e) ZOàðj l ~ \ïz _for

ä â Ë . This is acontradictionto Zv¶ j l |è~ \ïz _ , which follows from (8d).
(2) Therearetwo actions

f ¶�l f/þ lØ� \ïz _ iqË Ï î , but thereis (a) no index
ä

withË Ï<ä�Ï î and
f à4lÝ� \bz _Í× for some

� Õ
, or thereis (b) no index

ß
with eitherß Ï Ë or

ß ó
î suchthat
fNÔ l � \bz _Í× × for some

�NÕ Õ
. Let usfirst assumethat (a)

holds.Then,by (8c), we have Z�¶¼Ã'cöj l ~ \bz _ . As thereis no
ä

with Ë Ïøä Ï î
and

f à l�� \bz _�× for some
� Õ

, we getby (8e)that ZvùÙj l ~ \ïz _ for Ë Ï��Wâ î . ButZ þ j l |è~ \ïz _ by (8d),acontradiction.Case(b) is handledsimilarly.

As a contradictionoccursin bothcases,we canconcludethatour assumptionthat¡f is nota loopcandidatesequenceis wrong. �
Theorem 8

¤V¥�¥ã¦ e ¡fQg is unsatisfiablefor all loopcandidatesequences¡f of lengthÑ
iff theexpertsystemcontainsno

Ñ
-loops.

PROOF.

“ � ”: Let
¤�¥�¥ ¦ e ¡fhg beunsatisfiablefor all loop candidatesequences¡f of lengthÑ

. Now, assumethattheexpertsystemcontainsan
Ñ

-loop.Thenthereisalooping
transitionsequence¡Z�l e Z�[6i ����� iZ ¢d£ c g . Let ¡t l e1t [6i ����� i t®¢d£ c g betheassociated
actionsequence.By Lemma7, as ¡Zö�ç¿ e ¡t�g , ¡t is a loop candidatesequence,and
by Lemma6

¤V¥�¥ ¦ e ¡tïg is satisfiable,a contradiction.
“ � ”: Let theexpertsystemcontainno

Ñ
-loops,i.e. thereis no loopingtransition

sequenceof length
Ñ

. Now assume,that
¤V¥�¥ ¦ e ¡fQg is satisfiablefor someloop

candidatesequence¡f l e8f [6i ����� i f�¢�£ c g . Then,by Lemma6, thereis a looping
transitionsequencein ¿ e ¡fhg of length

Ñ
, acontradiction. �
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