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Abstract

We presentwo casestudiesemploying formal verificationin anindustrialcon-
text. Our first exampledealswith productconfigurationfor the automotve indus-
try, the secondone examinesa rule-basedxpert systemcontrolling IBM’ s high-
availability SystemAutomationsoftware. We identify commonrequirementgo
boththelogical encodingandthe decisionproceduregor the purposeof verifica-
tion. Moreover we summarizesxperiencegainedduringtheseprojects.

1 Intr oduction

Formal verification hasattracteda lot of attentionin the realmof hardware verifica-
tion (see[4] for a suney). Industrialapplicationoutsidethis areahasremainedrare,
though. In this shortreport,we wantto summarizeour experiencesollectedduring
two industrial projectsemplgying verificationtechnology In both caseswe experi-
mentedwith Binary Decision Diagrams(BDDs) and propositionalSAT checlersto
solve theresultingdecisionproblems.

Althoughthe problemsunderlyingthe two studiesstemfrom quite differentfields
and vary considerablyin their characteristicsye could obsene a surprisingly high
degreeof similarity.

2 CaseStudies

We now wantto give a shortintroductionto the two applications.Detailsabouteach
of themcanbefoundelsavhere[5, 8].

2.1 Configuration of DaimlerChrysler’ s MercedesLines

Todays industrymanageso supplycustomerswvith highly individualizedproductsby
personalizingthem using a large setof configurationoptions. E.g., in the automo-
tive industry the Mercede<C-classof passengetarsallows far morethana thousand



equipmenbptions.Thespaceof possiblevariationsis sogreatthatthevalidity of each
orderneeddo bechecledelectronicallyagainsta productdatabasewhich encodeshe
constraintgyoverninglegal combinationf options[2]. But themaintenancef adata
basewith thousand®f logical rulesis errorpronein itself, especiallysinceit is under
constanthangedueto thephasingn andout of models.Therefore configurationsys-
temsareemployed which do the validity checkingof individual orders.Suchsystems
automaticallycheckswhetheror not eachorderfulfills a setof constraintformulated
in Booleanlogic. Someof theseconstraintgepresentulesaboutvalid combinations
of salesoptions,othersmodify a customers order by addingimplied options(order
completion, again othersexpressconditionsunderwhich a partis includedinto the
partslist, andthereforemake up a transformatiorfrom the customers view of sales
optionsto theengineers view of parts.

In our study we checledtheconfigurationdatabasefor integrity, specifiedby a set
of validationcriteriathatthe knowledgebaseis supposedo fulfill:

1. All salesoptionscanactuallyoccurin avalid order andnosalesoptionis manda-
tory.

2. All partscanactuallyoccurin avalid order andno mutually exclusive partsare
simultaneouslyselectedn a product.

3. Theordercompletionprocessloesnot invalidateconstructibleordersanddoes
notdependn the (possiblyaccidentalprderin which optionsareadded.

The datasetswe examinedconsistedof up to 1500 propositionalvariables,and
10000rules. For all testsa propositionalencodingC of the setof valid orderswas
constructed5]. This setwas usedasthe basictheoryfor our tests,to which small
formulaewereaddedexpressingheintegrity criteriamentionedabove.

By usingformulaC, we could refrain from expressingexplicitly the computation
statesduring orderprocessingthusavoiding full-blown modelchecking.We consider
this anessentiabspectsincewe supposehe size of our formulaeto exceedthe limit
of currentmodelcheclers.

2.2 IBM SystemAutomation’s Expert System

Thepurposeof IBM’ s SystemAutomationsoftware[8] is to monitorandcontrolalarge
setof applicationsgunningon a clusterof mainframege.g. IBM’ s zSeries)jncluding
error statedetection andmoving, startingandstoppingof applications.During these
actionsdependencieletweenapplicationshave to be considered.

The dependencieandthe currently desiredstateof the applications(Automation
Goal) is userspecified.Corversionof thesegoalsinto basicapplicationcontrol com-
mands,aswell asautomaticreactionto possibleerrors,is performedby a rule-based
expertsystem(AutomationManager). The expertsystemconsistsof a setof approx-
imately onehundredrules(Correlation Ruleg which computethe applicationcontrol
commando beissuednext. Of coursethis computatiorshouldbeterminating sothis
wasour mainconcernfor verification.

The rulesconsistof situation-actiorpairs (WHEN- THEN) andemploy a finite do-
mainlogic. An exampleof sucharuleis



when st at us/ conpound NOT E {Satisfactory}
AND ( ( status/observed E {Avail abl e, WasAvail abl e}
AND st atus/desired E {Avail abl e}
AND status/automation E {Idle, Internal})
R
( status/observed E {SoftDown, StandBy}
AND st atus/desired E {Unavail abl e} )
)

then SetVari abl e status/conpound = Sati sfactory

We specifiedthe computationgperformedby the expert systemin an extension
of propositionaldynamiclogic (APDL), and generatednstancef the termination
propertyby corvertingthe APDL formulato propositionalogic [8]. This corversion
thenallowedapplicationof SAT checlersandBDDs.

3 Logical Requirements

We now wantto summarizesomeobsenationsconcerningthe logical requirements
thatwe have encountereéh our application-orientedetting.

Finite Domain Logic. In both exampleswe wereeitherindirectly (Mercedes)r di-
rectly (IBM) confrontedwith finite domainlogics. In the former casethesefinite do-
mains(e.g. differentenginescolors, countries)were alreadybroken down into a set
of propositionalvariablesin the givenrules. Explicitly usinga finite domainlogic for
both constraintspecificationand automaticconsisteng checkingwould be advanta-
geoushowever, asthatwould allow for amoreconcisespecificatiorof, e.g.,groups.

While it is hardto changea compaly’s documentatiomethod finite domainscan
relatively easily be incorporatednto a consisteng checler. Our implementationa
variantof the Davis-Putnam(DP) proceduretakesthis into accountoy offering a spe-
cializedselect-n-out-of-ntonstruct[3], facilitating processingpf groupsof mutually
exclusive variables.

Obsenationssimilar to oursweremadeby Béjaretal. [1].

Computational Complexity. Althoughtheformulaeto be checledwerequitelarge—
atleastin thefirst of our casestudies—andhereforen principlecouldreachor exceed
thelimits of todays prover technologythis turnedout not to be the case.Satisfiabil-
ity of formulaecontainingup to 1500 variableswere solved by state-of-the-arSAT
checlers|9, 6, 7, 3] without exceptionin undera second.

Wedonotyetfully understanghereasondor this, but our currenthypothesiss that
it is a problem-intrinsigghenomenonWe supposéhat configurationconstraintdead-
ing to invalid ordersarealwaysdueto a very small subsetf conflicting rules(which
is alsoconfirmedby first experiments).This would leadto the existenceof shortres-
olution proofs,andthusfastcomputationdor the DP procedure.Furtherclarification
of this behaior is not only of theoreticalinterest,as,e.g.,SAP’s productconfigurator
usesonly constraintpropagtion but doesnot performa completeexhaustve search.

Our experimentswvith BDDs in the configurationdomainwerenotvery promising.



Explanation. We obseredthatasimpleyes/no-answeastheresultof averificationat-
temptis oftennot sufficient. During a considerablgartof the verificationphase—and
evenmorein avalidationsettingasin our first casestudy—erroroccut andtherefore
the methodologyis often mainly a deluggingtool; so, a verificationtool shouldgive
hintsonwherea possibleerrorcanbefound.

For propositionalor modal)logic we seethe needof explanationfor bothpossible
outcomesof a proof attempt: Whena proof for somepropertyis found, we want to
know why it holds(proof explanation); whenno proofis found,we areinterestedn an
explanationconsistingof a (complete)setof counteexamples In our first casestudy
whereerror scenariogrecharacterizedhy successfuproofs,we mainly needthe first
variant. We thereforeintegratedan explanationcomponentinto our prover [3] that
is basedon the computationof minimal unsatisfiablesubset{MUS). In our second
casestudyfaults correspondo failed proof attempts so herethe secondsettingis of
relevance. We successfullyjusedBDDs (and abstractionover irrelevant variables)to
give a precisesummaryof the countermodels[8].

4 Practical Experiences

Besideghelogical requirementsherearemorepracticalside-conditionghatwe con-
siderimportantfor the employmentof verificationin anindustrialsetting.

Push-tutton technology: The prover componentandall unfamiliar logical language
shouldbe completelyhiddenfrom the user The prover shouldbe completely
automaticj.e., needno assistancé finding a proof. Interactionwith the prover
shouldbedonein theterminologyof the operatingpersonnel.

Graphical userinterface: The usershouldnot be requiredto type in cryptic com-
mandlines. A graphicaluserinterfaceis of greathelp,andboostsacceptance.

Short responsdimes of the system: Especiallywhenusedasadeluggingtool, short
(and predictable)esponsdimes canbe of importanceto stabilizeturn-around
times.

Customizedspecialchecks: Consisteng checksshouldbeasspecializedispossible.
We obsereda very pooruseracceptancéor ageneral-purposproof option.
5 Summary

We presentedwo casestudiesof verificationin industrialsettings.As the experiences
we madeweresimilar in two quite differentfields, we areconfidentthat our obsena-
tionsholdin anevenbroadermoregenerakcontext.
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