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Abstract

We show how configuation properties of the Apade
Web-servercanbeformally verified,sothat an installation
is safewith respectto both universal and site specificlo-
cal constaints. Our approad startsfroman existing semi-
formal componenmodelof the Web-servelin the Common
InformationModel(CIM) standad. Henceour appmoad is
applicablealsoto theverificationof othersystems$or which
a CIM modelexists.

1. Intr oduction

For todays complex software systems,development
doesnot end at the manufcturers side but extendsto the
client’s side, becausestandardsoftware productsmustfre-
quentlybeconfiguredafterdeliveryto meetparticulameeds
or policies. Hence,softwareverificationandvalidationare
no longerconfinedto the traditional software development
processbut mustextendto the configurationphaseat the
client site. For the particularexampletreatedin this paper
aformal verificationof a Web-serer cannot be considered
completeif it doesnotextendto particularinstallationsj.e.
configurationspf theproduct.A flawedWeb-serer config-
urationmay causemalfunctiongustasif the softwareitself
wereflawed, and may constitutea serioussecuritybreach,
evenif the productassuchwere“perfect’

Thus,the problemof verifying andvalidatingparticular
systenconfigurationss atleastasimportantasthatof tradi-
tional softwareverification. It is evenmoreimportantin the
sensehat,in generalproduct(re-)configuratiorby thecus-
tomeroccursmuch morefrequentlythan productcomple-
tion by the manufcturer andbecausdraditional software
quality assurancenethodshardly extendto the configura-
tion phaseat the client’s site. For the ApacheWeb-serer
the Netcraft surwey (http://wwwnetcraft.com/sumy) has
determinedover 13,000,000nstallationsas of July 2003,
all of which have beenconfiguredndividually to meeteach
site’sdemands.
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In this papemwe attemptafirst steptowardsanideal sce-
nariowherea configurablesoftwareproductis deliveredto-
getherwith anexpertsystemcontainingconfigurationcon-
straints suchthat,basedon formal methodsthe clientcan

e check a concrete configuration against the manu-
facturers set of universalformal configurationcon-
straints;

e setup site specificlocal configurationconstraintshat
canbe checledautomatically;

e suggespossibleactionsof repairto bring aflawedin-
stallation back into compliancewith the established
constraints;

e containa constrainteditor which helpsboth manufc-
turer and client in settingup non-contradictorycon-
straintswhich areactuallysatisfiable.

The advantage=f building on formal methodsinclude
that constraintscan be conciselyand preciselyformulated
andrepresentedhatthereareprecisenotionsof whencon-
straintsareactuallysatisfiedthathighly tunedimplementa-
tionsof generapurposeeasoningnethodsuchasBoolean
satisfiability checkingcan be employed, and that abstract
high-level reasoningmethodssuchasfirst orderresolution
areavailableto reasomaboutthe consisteng of constraints
independendf concreteconfigurations.

However, it is not easyto bring formal methodgto bear
on practical applicationproblems,becauseusually a sig-
nificant gap must be bridged betweenthe abstractformal
methodandthe concreteapplication[16]. In particular a
formal modelof theapplication(a systentheory[17]) must
be constructedthe constraintanustbe formulatedastheo-
remsof the systemtheory andefficient reasoningnethods
mustexist to formally prove the theorems.For something
ascomple asthe ApacheWeb-serer, building the system
theory can be a dauntingtaskin itself becauset requires
intimate knowledge of both the applicationand of formal
logic. Moreover, the systemtheorymustbe keptconsistent
with a continuouslychangingapplication,becauseother
wisethetheoremsavhich areprovedhold only of themodel
andnot of therealapplication.



In our previous work, we could successfullybridgethe
formalizationgapin two applications.Oneis anindustrial
informationsystemusedfor the configurationof motorcars
[10]. There,propositionallogic formulaeareusedin rules
thatcontrolordermodificationandchecking.Theotherwas
theverificationof anexpertsystemthatwaspartof alarger
systemmanagemenapplication[15, 16]. This expertsys-
tem containedsituation-actiorruleswhich we modeledus-
ing PDL (PropositionaDynamicLogic, [8]).

For our presentwork, we believe thatanimportantpart
of our successs dueto theuseof a semi-formalintermedi-
atemodelof the ApacheWeb-serer formulatedin termsof
the CommoninformationModel (CIM) standard3]. Start-
ing from the CIM modelof Apache,it wasfeasibleto build
a faithful formal modelof constraintsandto feedreal sys-
temvaluesvia CIM-basedsoftwareinto thevariablesof our
constraint§ormulae.Fromapracticalpointof view, theex-
istenceof CIM andits usefulnes®utsideof formal verifi-
cationis extremelyimportant,becauséndustryhardly ever
builds abstracmodelsfor formal verificationpurpose®nly.
In the caseof the CIM standardit hasbeendevelopedand
is being usedto provide abstractsystemmanagemenin-
terfacesto complex systems.A CIM interfacepresentsan
object-orientedview of theunderlyingsystemandprovides
abstractnterfacesto retrieve andmanipulateconfiguration
data. Hence,the systemmanufcturermaintainsa faithful
CIM modelof theimplementedsystemindependentf ary
formal verification,becauseét greatlyaidsin investigating
andmanipulatingthe configurationof a systemwithout re-
sortingto implementatiordetails.

It isthecoreof ourapproacho hookinto the CIM model
andstartthe formal modelingfrom there. Using CIM soft-
ware,we canfeedreal systemvaluesinto our abstracton-
straintssetsandwe caneven attemptto repaira configura-
tion underthecontrolof ourexpertsystem.Moreover, since
ourmethodologyis built on CIM, ourwork is not particular
to the ApacheWeb-serer but canbeappliedin principleto
othersystemdor which a CIM modelexists.

2. Common Information Model (CIM)

CIM is an object-orienteddata model for system-
managemenurposeshataimsat unifying severalspecial-
purposedatamodels(suchas DMI, SNMP, CMIP) into a
single consistenmodel,andcreatinga generalframenork
for constructionof truly interoperablemanagemenappli-
cations.It wasdesignedn thelate 90sasanindustry-wide
standardandis maintainecdby the DistributedManagement
TaskForce (DTMF), of which all major soft-andhardware
manufcturersaremembers.The goal is to provide a con-
ceptualview of all (physical andlogical) component®f a
system,regardlessof manufcturer architecture,or oper
ating system. As an information model, CIM focuseson

standardizinglata-semanticanduniform interfaces andis
independendtf ary encodingand protocol considerations.
TheWebBasedEnterpriseManagemenfWBEM) Initiative
is definingadditionalstandard$or CIM implementatiorin-
teroperability(lik e operationalsemanticeand communica-
tion protocols).

Any hardwareor softwaresystemcomponents calleda
managealementndis representedsaninstanceof aCIM
class. Instancesontainproperties(hame/alue pairs) de-
scribingunitsof data.All propertiesareaccessiblehrough
uniform getter/settepperations. Some of the properties
may be declaredaskey properties with theintendedmean-
ing thateachCIM objectis uniquelyidentifiableamongits
otherclassmembersy theseproperties.

A collection of classdefinitionsthat describemanaged
elementgin a particularervironment)is calleda Sthema
Schemasave aframewnork characteandaredesignedo be
extensible. CIM Schemasare representedy UML (Uni-
fied Modeling Language) Diagrams,or MOF files. MOF
(Managed Object Formal) is a declaratve languagesimi-
lar to CORBA's IDL (InterfaceDefinition Language). All
CIM Schemadhave to satisfy specialrestrictionsgiven by
the CIM Meta-SchemaThe mostsignificantrestrictionis
theconsequentiseof associatiorclasseso modelrelation-
shipsbetweerobjects.Thereby compositioror ary kind of
referencewithin a classis strictly avoided,thuspreventing
anomaliesausedy comple classrelations.Aggregations
arejust specialassociatiorclassesMost of the association
classesf the CIM core are abstractand thus have to be
refined.

CIM Schemaselongto one of the levels Core Model
CommonModel and Extension dependingon their level
of specificity: the Core Model containsonly a small num-
ber of very generalclassesas an abstractdescriptionof
componentsand relationshipsthat are found in most en-
vironments. Theseclassesare inheritedby the more spe-
cific classesn the CommonModel thatincludesa seriesof
domain-specifichut platform-independertlassedike Sys-
temandNetwork Themostspecificclassearegatheredn
ExtensionSchemaslerived from the CommonModel. So-
phisticateddesignpatternslike the CompositePattern [7]
areusedin all layers. A main aspectin designingCIM
Schemass their realworld usability, i.e. the completeness
with respecto the usecasescenarios.

The concreteinformation of the applicationis gathered
and deliveredby a setof provider applicationsto a CIM
ObjectManager(CIMOM), andcanthenbe accessednd
modified by client applicationscommunicatingwith the
CIMOM using standardizedKML-mappings[4], utilizing
HTTP astransportprotocol.

TheCIM classeselevantfor ourwork aretheConfigua-
tion andthe Settingclassedogethemith their associations,
asdefinedby the CIM Core Schema.While thereare al-



readysomesmall-scaleexamplesin theliteratureof device
configurationmanagementising CIM, therehasnot been
ary real software exampleyet. The reasonfor this might
be that real software configurationgpossess considerably
largernumberof optionsandparametersandthereforegive
riseto amuchmorecomplex CIM modelingeffort (seethe
next sectionfor anexample).

The work presentedn this paperresultsfrom a col-
laboration of our researchgroup at the University of
Tubingenwith the IBM Linux TechnologyCenter(LTC)
SystemsManagemeniGroup located at the IBM labora-
tory at Boblingen,Germairy, which hasdevelopedthe CIM
modelfor (part of) the ApacheWeb-serer configuration.
The IBM LTC is maintainingthe Open Source Project
SBLIM thatis providing CIM modelsandinstrumentation
for Linux Systemsvianagemen{9].

3. ApacheWeb-Sewer Configuration
3.1 ApacheConfiguration Basics

A device driver (e.g. for a printer) may have a handful
of parameterspecifyingsomeoptions(paperformat,reso-
lution, etc). Highly developedsoftwareis muchmoreflexi-
ble. In an Apacheconfiguratiorfile therecanbe morethan
200differentso-calleddirectives A directive is the Apache
synorym for the textual representatiorf a configuration
option. The ApacheWeb-serer is designedasa modular
program,and can thus be extendedby about40 different
modules,eachof them providing additional configuration
optionsor directives. For ary modules directivesto get
activated,the relatedmodulehasto be loaded. Moreover,
somemodulesand directives are obsoleteand shouldnot
be usedarymore,e.g. for securityreasons.The comple-
ity of the configurationprocessof the ApacheWeb-serer
is also reflectedby the large numberof booksaboutthis
Web-serer (see,e.g. [11]), andthe considerablgart that
thesebooksspendon configurationissuesand the related
questionof security

The multiplicity of optionsandthe evolutionarycharac-
ter of theapplicationalsoresultin comple interdependen-
ciesbetweenthe options: Apacheallows for running sev-
eral“Virtual Host$ onthe samesener, which allows, e.g.,
running Web-serers for multiple companieson the same
machine.Eachof themmay (or must) have its own Docu-
mentRoot(theplacewheretheWebpagesandothercontent
is stored),its own (Mrtual) AddressandPort (to allow dis-
tinct accesdo eachvirtual host), and otherresourcesand
propertieqe.g.log files).

The documentroot givesa directoryin the file system,
underwhich the documenttree is stored. Any directory
inside a documentree (i.e., ary directory potentially vis-
ible to the outsideworld) may containan .htaccesdile in

which the directory’s owner specifiesaccesdimitationsto

thatdirectoryandits subdirectoriemswell assomeindex-

ing andrepresentatiopolicies. To this purpose,htaccess
files containadditionaldirectives. Thesemay overridethe
generalpolicies specifiedin the main configurationfile by

the systemadministratoror otherdirectivesin someparent
directory For securityreasonsandto preventinconsider

atemisconfigurationsan additionalsetof directivesin the
sener'smainconfigurationcanspecifywhichdirectvesare
allowedin which .htaccesdiles. Now, if a directive in an
.htaccesdile triesto modify file accessn away thatis not
allowedby thesener’'s mainconfiguration Apachewill not
deliverary datafrom thatdirectoryandary of its subdirec-
tories.

Most directves have a oneline, parameter/alue struc-
ture. However, thereis also a small numberof XML-
alike directive pairs, making up scopesor contets,
like <Virtual Host> </Virtual Host> or <D -
rectory> </ Directory>. All directvesenclosede-
tweensucha pair aresaidto belongto this contet. In the
Apachedocumentatiorall directives are accompaniedy
annotationgleterminingin which scopegor contexts) they
mayappear

There are some obvious shortcomingsin the original
configurationdataformatasfar asautomatednanagement
andverificationpurposesre concernedTherelevantdata
is distributedover severalfiles at differentlocations,andit
is hardfor amanagementr verificationsystemnto getanin-
tegratedoverview of the whole system.A special-purpose
verificationprogramworking directly on all the configura-
tion fileswould have to dealwith accessssuesformat-and
syntax-checkandmuchmorebesidedts realtask,the se-
mantically motivated checks. In addition, sucha system
could hardly be usedfor verifying otherconfigurationdata
(in anotherformat) or different constraintswithout major
rewritings. In contrast,using a CIM-basedconfiguration
modelasanabstractiodayerbetweertherealconfiguration
andtheverifying programleadsto agreatdegreeof flexibil-
ity andabstractioron the verifier’s side. CIM shareghese
adwantagesvith otherhigh-level datadescriptionanguages
like,e.g.,theontologylanguageOWL [14]. However, CIM
graduallyevolvesinto a quasi-standartbr systemmanage-
ment.

3.2.ApacheConfiguration with CIM

In our CIM model,accesso theconfiguratiordataof the
ApacheWeb-serer is madeavailable throughthe Apache
HTTP Serviceclass. This classis the entry point to all
other CIM classegelatedto Apachesener configuration.
For increasednanageabilityand structuring,configuration
directivesarein afirst stepgroupedaccordingto the Web-
sener’s entitiesthey belongto. So thereis a coarsedis-



tinction betweerdirectivespertinentto thewhole sener, to
only avirtual hostor merelyto a directory Thesegroups
of configurationoptionsarefurthersplit up, e.g. into direc-
tivesvalid only for a certainApachemodule.Thatway, the
wholeunstructuredetof configuratioroptionsis hierarchi-
cally organizedinto smallermanagedCIM elementsasis
shavn in Figurel.
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Figure 1. CIM Classes for Apache Configura-
tion.

The primary classego hold configurationinformation
for managedlementof the ApacheHTTP Servicearede-
scendantef CIM’s Settingclass.Sothereare,e.g.,classes
containingpropertiesof avirtual host(HTTP Host Proper
ties), or for overridingaccesgoliciesfor directoriesOver
ride Policy). To group settingsinto larger managedele-
ments,Configuationsareemplo/ed. Several Apachespe-
cific configuratiorclasseg¢ServerConfiguation, HostCon-
figuration and Directory Configuation) are derived from
CIM’ s coreconfiguratiorclass.Theseconfigurationclasses
do not directly containary Apachedirectives,but arecon-
tainersfor instance®f theappropriatesettingclassesCon-
figurationsthemseles may also be part of larger config-
urations,reflectingthe structureof the elementsmanaged
by Apache. So we end up with a hierarchical,tree-like
structure whereDirectory Configuationsare components
of Host Configuationsthat are unified by ServerConfigu-
rations

Looking at the real configurationdevices (mainly files)
of an ApacheWeb-serer, we cansaythatthe sener con-
figuration approximatelymapsto the httpd.conffile, host
configurationsto <Vi r t ual Host > directives and direc-
tory configurationgo <Di r ect or y> directives.

Excerptsfrom two ApacheCIM classesn their MOF
representatiomnay illustrate how the directives of a Web-
senerconfiguratiorarestructuredanddistributedover CIM
classes:

cl ass Apache_Ht t pHost Confi guration :
Cl MConfi guration

[ Key] String Nane;

cl ass Apache_Htt pServerProperties :
Apache_Htt pServer Setting

[ Key] String ConfigName;
String Bi ndAddress;

String CoreDunpDirectory;
uint16 MaxCdients;

ui nt 32 MaxRequest sPer Chi | d;
int 16 MaxSpareServers;
int16 M nSpareServers;

Note,thataggreationsarenot storedwithin classesbut
aremodeledusingadditionalassociatiortlassesSo,in our
example ,we do not seeary propertiegeflectingassociated
settingsin theHTTP HostConfigurationclass.

Instantiationof the Apachespecificclasseof Figure 1
with concreteinstancesof a sener configurationleadsto
a hierarchicalconfigurationtree. This treeis generatedy
the aggrayation relation of the relevant classeof the CIM
model. It consistsof two kinds of nodes: setting nodes
and configurationnodes. In this tree the inner nodesrep-
resentconfigurationsvhereaghe leavesstandfor settings.
A schematiexampleof suchatreeis shavnin Figure2.
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Figure 2. Example Hierarchy of Configuration
and Setting Instances.
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In ourexample Web-serer SC1lis configuredo possess
threevirtual hosts(H1-H3). Thesehostsarein turn config-
uredby directivescontainedn thesettingclassess3a,S3b,
S3candS4. For eachhostfurther directoryconfigurations
arepresent.So,hostH1 hasanadditionaldirectoryconfig-
urationconsistingof the settingclassessS5aandS6a.

The tree structurecapturesan additional semanticsof
the Web-serer configuration,concernedwith the correla-
tion betweeninstancesf settingclassesand managecel-
ements:A settingS associatedvith a managecdelementE



is supposedo be relevantfor all descendantodesof ele-
mentE, too. Thus,in our example,thedirectivesof setting
S3aarealsovalid for directory configurationD1, whereas
they areirrelevant for host configurationsH2 and H3, or
directory configurationsD2 throughD6. The semantical
structurecan be reproducedoy traversingthe part/whole-
relations(ConfiguationComponenand SettingContet as-
sociationclassesn CIM) betweenthesenodes.Eachcon-
figuration node can be consideredgeneratinga causally
closedsemanticatontext for constrainevaluation.Iln spec-
ifying and verifying constraintsdescribinginterdependen-
ciesbetweendifferentsettings,it is crucialto considerthe
relevantsettingsonly.
Someconstraintsalsorequiresomekind of “horizontal
navigation” in this tree,allowing selectionof all presenin-
stancesf a particularclass. This can be seenasa form
of quantificationover configurationinstances. Using the
WBEM API, quantificationover objects can be accom-
plishedusingthe classname whereasaddressing special
objectrequiresadditionalknowledgeof its key values.

4. ApacheConfiguration Constraints

Thereis a vastrangeof possiblesyntacticaland struc-
tural errorsin a configurationfile that can be recognized
andremediedn theearlystageof transformatiorof thecon-
figurationfile into CIM classes.However, thereare other
mainly semanticakerrorsthat cannotbe treatedby lexical
analysisalone. Someexamplesmay illustrate the kind of
conditionsthatwe have to dealwith:

e The ServerRootdirectve must be specified exactly
oncein thesener configuration.

e Apache allows for setting a minimum and maxi-
mum number of spareseners via directves MinS-
pareServes and MaxSpaeServes. We wantto make
sure that MaxSpaeServes > MinSpaeServes and
thatMinSpaeServes > 1.

e When several virtual hostsare running on the same
sener, eachof themmusthave its own uniqueServer
Name

e For securityandprivagy reasonst is stronglyrecom-
mendedthat the log files of all virtual hostsare not
visible to the outsideworld. For example,the Error-
Log file shouldnot be locatedin DocumentRoobr a
subdirectonthereof.

e All virtual senersshouldhave their own log files.

Someof theseconstraintsnaybehardconstraintsin the
senseéhatthey areindispensabléor acorrectfunctioningof
theWeb-serer. Otherconstraintsnayrecommendensible
values(soft constraints)thatareappropriatdor most\Web-
sener installations but thatarenot enforced.Additionally,

theremay be site-specifidocal constraintsthat reflectthe

compary’s (or sitemaintainers) securitypolicy, useracces-
sibility rights and otherfeatures. Part of suchconstraints
canstemfrom the Apachedocumentatioritself [1], others
may have to be collectedand specifiedby Web-serer ad-

ministratorsor otherpersonnel.

Using the CIM model as a startingpoint for modeling
andcheckingsuchconstraintsoffers the advantageof hav-
ing a semi-formalbasison which the constraintmodeling
languagecanbe built up. Thatway, a separatiorbetween
constraintmodelingandlow-level configurationprocessing
is achieved.

5. Constraint Checkingthe CIM Model

Givenapowerful andgenerallyapplicablesystemmodel
like CIM, new perspecties on verification tasks arise,
concerning,e.g., consisteng of site-specificpolicy rules,
checkingof individual configurations,or computationof
implied constraintsCombiningCIM’ spowerful datamodel
with the flexibility and generalityof a formal constraint-
basedexpertsystemseemsarticularlypromising.

The languageto formulatethe constraintshasto reflect
bothCIM peculiaritieg handlingof classesinstancesprop-
erties and the structuralrelations betweenthem) as well
asbasiclogical conceptsknown from, e.g., Booleanlogic
and other generalnon-logicalconceptssuchas arithmetic
or stringprocessing.

5.1.Syntax

We will now presentour CIM constraintlanguage,
CCL, which is partly influenced by Description Logic
[BMNPO3] and partly resemblesvariable-free predicate
logic. Thelanguageof CCL consistsof threekinds of ex-
pressions:v-expressionsa-expressionsand f-expressions.
V-expressionsepresenarbitraryfinite setsof propertyval-
ues(numbers,strings,... ), a-epressionsare the atomic
propositionsof our language and f-expressiononstitute
formulae. Theseexpressiongrerecursvely definedasfol-
lows:
v-expressiongdenotediy s t,. .. ):

o C.P where C is a classnameand P a
propertyname.
where C is a class name and
P, ..., P, arepropertynames.
oV where v is an arbitrary property
valueconstan{string, number etc).
where f is a k-ary (interpreted)
function and si,...,sx are v-
expressions.

.C.<P1,...,Pk>

® f(s1,---,5k)



a-expressions:

e R(s1,...,8,) WhereRisak-ary(interpretedpredi-
cateandsy, ..., s arev-expressions.

e J27(C wheren is a naturalnumberandC a
classname.

e 32"C.P wheren is anaturalnumber C aclass

nameand P apropertyname.

f-expressiongdenotedby F.G,... ):
¢ Booleanlogic expressionduilt from connectvesA,
V, -, true,false,=, <, andauxiliary symbols( and
), usinga-expressiongsatoms.
e [C]F whereC isaclassnameandF anf-expression.

5.2 Semantics

All expression®f our languageareinterpretedwith re-
spectto a setI of instancesof CIM classeswhereeach
instancenaspropertiesaccordingo its classdefinition,and
eachpropertyhasa valuematchingthe propertys type (al-
ways including the value NULL, denotingan undefined
value;seealso[3], Sec.4.11.6).

By C.P we (intuitively) wantto denotethe setof val-
uesoccurring under property P of ary instanceof class
C; C.(P,...,P) selectsall tuples(vy,...,v) thatoc-
curunderpropertiesPs, . . ., Py of aninstanceof classC; v
denotesan arbitrary value constant;f (s, . . ., sx) denotes
applicationof function f to the setsof valuesss, ..., sk;
theexpressionR(sy, . . ., sk ) istrue,if thevaluessy, . .., s
arein relation R; 32"C is true, if thereareat leastn dif-
ferentinstancesof classC; 32"C.P is true, if thereare
at leastn instancesof classC, for which property P is
defined;and [C]F is true, if formula F' is true in evalu-
ation context C (determinedby classnameC, for details
seebelown). We will alsousethe abbreviations 3C resp.
3C.P insteadof the a-expressiongd=*C and321C.P, and
male useof thenotationd="C asshortform of theformula
32nC A—-32( D (andsimilarfor 3="C.P). Amongthe
relations,we alwaysassumehe equality predicate= to be
presentandusethe relationsymbol= asabbreiation for
the negation of the equality predicate. Moreover, we will
usethenotationC.P € {vy,...,v} asashortequivalent
forCP=v,V---VC.P =wy.

Beforegiving exampleson the useof ourlanguage’C L,
we will give a precisedefinition of its semantics.We will
definethetruth of a- andf-expressionsnodel-theoretically
To referto a classinstances propertieswe will usesome
(meta-languageguxiliary predicatesFor aninstancei, we
define:

e class(): the CIM classthat: is aninstanceof,

e props(¢): thesetof propertieddefinedfor instance;,

e prop(i,p): thevalueassignedo propertyp of instance
7.

For the context operator{C| F' we will alsoneedto have ac-
cesdo theaggraational(tree-)structuref thewhole setof
CIM instancesWe thereforeusethefollowing predicates:

e parent(:): deliversthe setof parentnodesof instance
i (i.e. asingletonset,if i is nottheroot node,andthe
emptysetotherwise),

e children(7): deliversthedirectdescendantsf instance
i in theaggreationtree.

So, for the aggreation tree structureof Figure 2, we get
(in extracts,assuminghat hostconfigurationH1 is named
“Host 17):

class(H1) = HostConfiguration
props(H1) = {Name}
prop(H1, Name) = “Host1”
children(H1) = {D1, S3a}

We cannow definethe precisesemanticof expressions
inCCL (o, for v-expressionsg, for a-expressionsando ¢
for f-expressions):

0,(C.P,I) ={v | (Fi € I)(class(i) = C A
prop(i, P) = v)}
0y(CAPyyeey Pr), I) = {(v1ye-r,vk) | (F2 € 1)
(class(i) = C A prop(s, P1) = vy

A... N prop(i, Pi) = vg)}

oy(v, I) = {v}

Jv(f(sl,---, sk)aI) = f(O'«U(Sl,I),...,G'U(Sk,I))
Ua(R(Sl,...,Sk),I) = ( (Sl,I), ,av(sk,I))
0a(FZ"C, I) = (32" € I)(class(i) = C)
04(3Z"C.P,I) = (3>™i € I)(class(i) =
prop(i, P) # N )

of(F,I) = 04(F,I) if Fisatomic
of(FANG) = as(F,I) Aoy (G, 1)

O'f(F :>G) ZO'f(F,I) :>0'f(G,I)

or([CIF)= N\ of(FI'()
icl
class(i)=C
In thesedefinitions we denoteby boldface letters the
constantsfunctionsresp.relationsof the concretedomain.
The countingquantifiers(3="), taken from an extensionof
predicatdogic, aretrue, if thereareatleastn differentval-
uesfulfilling the conditionfollowing the operator Soa for-
mula(32"z)F canbetranslatedo (3z, ..., z,)(F(z1) A



-+ NF(zp) N z; # x; f.a. ¢ # j). Themodificationof
the setof considerednstancesn the definition of the con-
text operator]-], I' (%), is definedover the aggreyation tree
structureusingauxiliary functionsA(z) and N (C, 4):

I'(t) = A(i) U U N(class(3),7)

jEparent (i)
A ={y v  J A0
jEchildren(z)
0 if class(i) = C

N C, ) = \
(e {{i} U Ujechitdrens) NV (C,J)  otherwise

Consideringnode H1 of our exampleof Figure 2, we
obtain

A(H1) = {H1,D1, S5a, S6a, S3a} and
N (HostConfiguration, SC1) = {SC1, S1,S2}, andthus
I'(H1) = {H1, D1, S5a, S6a, S3a, SC1, S1, S2}.

Therefore I’ (H1) is a setcontaining(amongothers)all in-
stanceof settingclassegelevantfor nodeH1, which jus-
tifies our definition of the context operatorvia function I’.
Now, asusual,aformula F' is saidto be satisfiedby a setof
instanced, if o¢(F, I) = true.

Note,thatall non-logicalfunctionsandpredicategxclu-
sively take set-waluedarguments.This enablesa wide vari-
ety of functionsbeinguniformly andnaturallydefinable A
comparisoroperator<, rangingover setsof naturalnum-
bers,may e.g.,bedefinedas

aa(sl < 82) = /\

TES1,YES2

z<y .

Set-containment,as another example, can be de-
fined directly. But there are further possibilities, e.g.
in defining vary-adic operators. That way, sum- or
minimum/maximum-operatorsan be defined, and state-
mentssuchas C;.P < sum(C5.Q) becomeexpressible.
This allows formulation of comple, but commondepen-
dencies.

5.3 Examples

Turning backto Apacheconfigurationwe now wantto
give someexampleson how to usethe constraintspecifi-
cation languageCCL. In Figure 3 we give formal vari-
antsof partof the specificationstatedin naturallanguage
in Section4 above, aswell assomeexamplestaken from
the Apachedocumentatiorjl]. Theseareto be understood
asfollows:

1. PropertyServerRoois definedexactly once.

2. For eachsenerconfigurationtheMinSpaeServeiand
MaxSpaeServerpropertiesare set as mentionedin
Section4. Herewe alsousedthe comparisoropera-
tor < andits corverse> asdefinedabove.

3. Eachvirtual hosthasits own uniquesenername.Here
we usedan additionalunaryfunction, | - |, computing
thecardinalityof its agumentset,andthekey property
Nameof classHostConfiguation.

4. The error log shouldnot be storedin directory Doc-
umentRoobr a subdirectorythereof. Herewe useda
binary predicateon setsof strings(isPrefixO} return-
ing true, if all elementf the first setare prefixes of
all elementsof the secondset. The context operator
assureshatthesesetsaresingletons.

5. The address/porpair of eachvirtual hostmustbe an
address/poithe Web-sereris listeningto (see[1]).

6. A configurationnameand PID file mustbe specified
for theWeb-serer.

5.4.Constraint Evaluation

Constraintsetsas thoseof the last sectionhave to be
evaluatedin orderto checkwhetheror not they hold for a
concreteconfiguration We thereforeamplementedCIMVer-
ifier, a prototypicalconstraintchecler. This verifier usesa
variantof ourlanguage’C L, calledConQueryin whichall
logical operatordave atextual representationCIMVerifier
isaJavaclientthatemplg/stheCIM andWBEM infrastruc-
ture to accesghe Apacheconfigurationdata. Constraints
arechecledsequentiallyby evaluatingthe constraintsn an
innermostfashion,using Java Reflectionto evaluateuser
definedpredicategndfunctions.

In caseof a violated constrainta simple yes/noanswer
is oftennot enoughto locatean error, andassistancef the
constraintverification systemto guide the usercan be of
greathelp. Sowe implementeda mechanisnto find pos-
sible configurationerrorsby identifying propertieshatare
setto awrongvaluewith highestprobability Thereforewe
assumehatthe valuesof all parametersf a violated con-
straintareresponsibldor thefailurewith equalprobability.
Thenwe can proceedas follows: Let C = {c1,...,cn}
bethe setof violatedconstraintsand#tocc(p, ci) the num-
berof occurrencesf parametep in constraintc;. We then
computefor eachparametep occurringin C its weight,

w(p) = Z #occ(p, c,-),

|

where|c;| = Z;DGP_ #pcc(p, ) Qenotesthetotal num_ber
of propertiesoccurringin constrainte;. The parametewith

highestweight w(p) is thenassumedo be mostlikely re-

sponsiblefor the constraintviolation.

6. Conclusions,Relatedand Futur e Work

We presented verification approachfor ApacheWeb-
sener configurations. The verification is basedon an



[HostConfiguration]HostProperties. (Host Address, HostPort) C ListenSetting.(ListenAddress, ListenPort)

1. 3=!ServerProperties.ServerRoot

2. [ServerConfiguration](ServerProperties.MinSpareServer < ServerProperties.MaxSpareServer)A
[ServerConfiguration](ServerProperties.MaxSpareServer > 1)

3. |HostProperties.ServerName| = |HostConfiguration.Name|

4. [HostProperties]—isPrefixOf (HostProperties.DocumentRoot, HostProperties.ErrorLog)

5.

6. dServerProperties.ConfigName A IServerProperties.PidFile

Figure 3. Formalization of some Consistenc y Properties in CCL.

object-orientedsemi-formal CIM model of the configu-
ration dataand a specializedconstraintspecificationlan-
guage. Our extensiblespecificationlanguagereflectstyp-
ical constructdoundin CIM andcurrentlyallows formula-
tion of constraintsontainingpredicatesandfunctionsover
numberssetsandstrings.We alsoimplemented prototyp-
ical constraintevaluatorbasedon Java Reflectionand the
WBEM infrastructure. This implementatiorfacilitateser
ror recovery by computingweightsfor probablyfaulty con-
figurationsettings.

Representate for otherwork on formal verification of
(semi-formal)UML-diagramswe wantto mentionDupuy-
Chessaand du Bousquet validation of UML models[6]
and Meyer and Souquéres’ formalization basedon the
specificationlanguageB [12]. In contrastto therework,
we do not usea powerful specificationanguageusingfull
predicatelogic, but restrict our specificationlanguageto
a variable-freelogic thatresembledescriptionLogic [2],
which potentiallyoffers advantagegor automatedheorem
proving tasks. Dong et al. presentanapproachto specify
SemantioNMeb ServiceausingZ in orderto find errorsin the
ontology[5]. Work on validationandintegrity checkingof
XML datacanalsobefoundin theliterature[13].

Futurework may includeapplicationof automatictheo-
rem proving methodgo CIM verificationusingCCL. This
would offer additional possibilities,e.g. in checkingthe
consisteng constraintshy themseles, in automaticcom-
pletion of partially specifiedconfigurations,andin auto-
matic error correction. Moreover, a compleity theoretic
analysisof our specificationanguageCC £ anda compari-
sonwith currentdescriptionogics could be of interest.
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