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Abstract

We show how configuration propertiesof the Apache
Web-servercanbeformally verified,sothat an installation
is safewith respectto both universal and site specificlo-
cal constraints.Our approach startsfroman existingsemi-
formal componentmodelof theWeb-serverin theCommon
InformationModel(CIM) standard. Henceour approach is
applicablealsoto theverificationof othersystemsfor which
a CIM modelexists.

1. Intr oduction

For today’s complex software systems,development
doesnot endat the manufacturer’s sidebut extendsto the
client’s side,becausestandardsoftwareproductsmustfre-
quentlybeconfiguredafterdeliveryto meetparticularneeds
or policies. Hence,softwareverificationandvalidationare
no longerconfinedto the traditionalsoftwaredevelopment
processbut must extend to the configurationphaseat the
client site. For theparticularexampletreatedin this paper,
a formal verificationof aWeb-servercannot beconsidered
completeif it doesnotextendto particularinstallations,i.e.
configurations,of theproduct.A flawedWeb-serverconfig-
urationmaycausemalfunctionsjustasif thesoftwareitself
wereflawed,andmayconstitutea serioussecuritybreach,
evenif theproductassuchwere“perfect.”

Thus,theproblemof verifying andvalidatingparticular
systemconfigurationsis atleastasimportantasthatof tradi-
tionalsoftwareverification.It is evenmoreimportantin the
sensethat,in general,product(re-)configurationby thecus-
tomeroccursmuchmorefrequentlythanproductcomple-
tion by the manufacturer, andbecausetraditionalsoftware
quality assurancemethodshardly extendto the configura-
tion phaseat the client’s site. For the ApacheWeb-server
the Netcraft survey (http://www.netcraft.com/survey) has
determinedover 13,000,000installationsas of July 2003,
all of whichhavebeenconfiguredindividually to meeteach
site’sdemands.

In thispaperweattemptafirst steptowardsanidealsce-
nariowhereaconfigurablesoftwareproductis deliveredto-
getherwith anexpertsystemcontainingconfigurationcon-
straints,suchthat,basedon formalmethods,theclient can

� check a concrete configuration against the manu-
facturer’s set of universal formal configurationcon-
straints;� setup sitespecificlocal configurationconstraintsthat
canbecheckedautomatically;� suggestpossibleactionsof repairto bring a flawedin-
stallation back into compliancewith the established
constraints;� containa constrainteditorwhich helpsbothmanufac-
turer and client in settingup non-contradictorycon-
straintswhichareactuallysatisfiable.

The advantagesof building on formal methodsinclude
that constraintscanbe conciselyandpreciselyformulated
andrepresented,thatthereareprecisenotionsof whencon-
straintsareactuallysatisfied,thathighly tunedimplementa-
tionsof generalpurposereasoningmethodssuchasBoolean
satisfiability checkingcan be employed, and that abstract
high-level reasoningmethodssuchasfirst orderresolution
areavailableto reasonabouttheconsistency of constraints
independentof concreteconfigurations.

However, it is not easyto bring formal methodsto bear
on practicalapplicationproblems,becauseusually a sig-
nificant gap must be bridgedbetweenthe abstractformal
methodandthe concreteapplication[16]. In particular, a
formalmodelof theapplication(asystemtheory[17]) must
beconstructed,theconstraintsmustbeformulatedastheo-
remsof thesystemtheory, andefficient reasoningmethods
mustexist to formally prove the theorems.For something
ascomplex astheApacheWeb-server, building thesystem
theorycanbe a dauntingtask in itself becauseit requires
intimateknowledgeof both the applicationandof formal
logic. Moreover, thesystemtheorymustbekeptconsistent
with a continuouslychangingapplication,becauseother-
wisethetheoremswhichareprovedhold only of themodel
andnot of therealapplication.



In our previous work, we could successfullybridgethe
formalizationgap in two applications.Oneis an industrial
informationsystemusedfor theconfigurationof motorcars
[10]. There,propositionallogic formulaeareusedin rules
thatcontrolordermodificationandchecking.Theotherwas
theverificationof anexpertsystemthatwaspartof a larger
systemmanagementapplication[15, 16]. This expert sys-
temcontainedsituation-actionruleswhich we modeledus-
ing PDL (PropositionalDynamicLogic, [8]).

For our presentwork, we believe thatan importantpart
of our successis dueto theuseof asemi-formalintermedi-
atemodelof theApacheWeb-server formulatedin termsof
theCommonInformationModel (CIM) standard[3]. Start-
ing from theCIM modelof Apache,it wasfeasibleto build
a faithful formal modelof constraintsandto feedrealsys-
temvaluesvia CIM-basedsoftwareinto thevariablesof our
constraintsformulae.Fromapracticalpointof view, theex-
istenceof CIM andits usefulnessoutsideof formal verifi-
cationis extremelyimportant,becauseindustryhardlyever
buildsabstractmodelsfor formalverificationpurposesonly.
In thecaseof theCIM standard,it hasbeendevelopedand
is being usedto provide abstractsystemmanagementin-
terfacesto complex systems.A CIM interfacepresentsan
object-orientedview of theunderlyingsystemandprovides
abstractinterfacesto retrieve andmanipulateconfiguration
data. Hence,the systemmanufacturermaintainsa faithful
CIM modelof theimplementedsystemindependentof any
formal verification,becauseit greatlyaidsin investigating
andmanipulatingtheconfigurationof a systemwithout re-
sortingto implementationdetails.

It is thecoreof ourapproachto hookinto theCIM model
andstarttheformal modelingfrom there.UsingCIM soft-
ware,we canfeedrealsystemvaluesinto our abstractcon-
straintssetsandwe canevenattemptto repaira configura-
tion underthecontrolof ourexpertsystem.Moreover, since
ourmethodologyis built onCIM, ourwork is notparticular
to theApacheWeb-serverbut canbeappliedin principleto
othersystemsfor which aCIM modelexists.

2. Common Inf ormation Model (CIM)

CIM is an object-orienteddata model for system-
managementpurposesthataimsatunifying severalspecial-
purposedatamodels(suchasDMI, SNMP, CMIP) into a
singleconsistentmodel,andcreatinga generalframework
for constructionof truly interoperablemanagementappli-
cations.It wasdesignedin thelate90sasanindustry-wide
standardandis maintainedby theDistributedManagement
TaskForce(DTMF), of which all majorsoft- andhardware
manufacturersaremembers.Thegoal is to provide a con-
ceptualview of all (physical andlogical) componentsof a
system,regardlessof manufacturer, architecture,or oper-
ating system. As an information model, CIM focuseson

standardizingdata-semanticsanduniform interfaces,andis
independentof any encodingandprotocolconsiderations.
TheWebBasedEnterpriseManagement(WBEM) Initiative
is definingadditionalstandardsfor CIM implementationin-
teroperability(like operationalsemanticsandcommunica-
tion protocols).

Any hardwareor softwaresystemcomponentis calleda
managedelementandis representedasaninstanceof aCIM
class. Instancescontainproperties(name/valuepairs)de-
scribingunitsof data.All propertiesareaccessiblethrough
uniform getter/setter-operations. Someof the properties
maybedeclaredaskey properties, with theintendedmean-
ing thateachCIM objectis uniquelyidentifiableamongits
otherclassmembersby theseproperties.

A collectionof classdefinitionsthat describemanaged
elements(in a particularenvironment)is calleda Schema.
Schemashaveaframework characterandaredesignedto be
extensible. CIM Schemasare representedby UML (Uni-
fied Modeling Language) Diagrams,or MOF files. MOF
(Managed Object Format) is a declarative languagesimi-
lar to CORBA’s IDL (InterfaceDefinition Language). All
CIM Schemashave to satisfyspecialrestrictionsgiven by
the CIM Meta-Schema.The mostsignificantrestrictionis
theconsequentuseof associationclassesto modelrelation-
shipsbetweenobjects.Thereby, compositionor any kind of
referencewithin a classis strictly avoided,thuspreventing
anomaliescausedby complex classrelations.Aggregations
arejust specialassociationclasses.Most of theassociation
classesof the CIM core are abstractand thus have to be
refined.

CIM Schemasbelongto oneof the levels Core Model,
CommonModel, and Extension, dependingon their level
of specificity: the CoreModel containsonly a small num-
ber of very generalclassesas an abstractdescriptionof
componentsand relationshipsthat are found in most en-
vironments. Theseclassesare inheritedby the morespe-
cific classesin theCommonModel thatincludesaseriesof
domain-specific,but platform-independentclasseslikeSys-
temandNetwork. Themostspecificclassesaregatheredin
ExtensionSchemasderivedfrom theCommonModel. So-
phisticateddesignpatternslike the CompositePattern [7]
are usedin all layers. A main aspectin designingCIM
Schemasis their realworld usability, i.e. thecompleteness
with respectto theusecasescenarios.

The concreteinformationof the applicationis gathered
and deliveredby a set of provider applicationsto a CIM
ObjectManager(CIMOM), andcanthenbe accessedand
modified by client applicationscommunicatingwith the
CIMOM usingstandardizedXML-mappings[4], utilizing
HTTPastransportprotocol.

TheCIM classesrelevantfor ourwork aretheConfigura-
tion andtheSettingclassestogetherwith theirassociations,
asdefinedby the CIM CoreSchema.While thereareal-
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readysomesmall-scaleexamplesin theliteratureof device
configurationmanagementusingCIM, therehasnot been
any real softwareexampleyet. The reasonfor this might
be that realsoftwareconfigurationspossessa considerably
largernumberof optionsandparameters,andthereforegive
riseto a muchmorecomplex CIM modelingeffort (seethe
next sectionfor anexample).

The work presentedin this paper results from a col-
laboration of our researchgroup at the University of
Tübingenwith the IBM Linux TechnologyCenter(LTC)
SystemsManagementGroup locatedat the IBM labora-
tory at Böblingen,Germany, which hasdevelopedtheCIM
model for (part of) the ApacheWeb-server configuration.
The IBM LTC is maintaining the Open SourceProject
SBLIM that is providing CIM modelsandinstrumentation
for Linux SystemsManagement[9].

3. ApacheWeb-Server Configuration

3.1. ApacheConfiguration Basics

A device driver (e.g. for a printer) may have a handful
of parametersspecifyingsomeoptions(paperformat,reso-
lution, etc).Highly developedsoftwareis muchmoreflexi-
ble. In anApacheconfigurationfile therecanbemorethan
200differentso-calleddirectives. A directive is theApache
synonym for the textual representationof a configuration
option. The ApacheWeb-server is designedasa modular
program,and can thus be extendedby about40 different
modules,eachof themproviding additionalconfiguration
optionsor directives. For any module’s directives to get
activated,the relatedmodulehasto be loaded. Moreover,
somemodulesand directives are obsoleteand shouldnot
be usedanymore,e.g. for securityreasons.The complex-
ity of the configurationprocessof the ApacheWeb-server
is also reflectedby the large numberof booksabout this
Web-server (see,e.g. [11]), andthe considerablepart that
thesebooksspendon configurationissuesand the related
questionof security.

Themultiplicity of optionsandtheevolutionarycharac-
ter of theapplicationalsoresultin complex interdependen-
ciesbetweenthe options: Apacheallows for runningsev-
eral“Virtual Hosts” on thesameserver, which allows,e.g.,
running Web-servers for multiple companieson the same
machine.Eachof themmay(or must)have its own Docu-
mentRoot(theplacewheretheWebpagesandothercontent
is stored),its own (Virtual) AddressandPort (to allow dis-
tinct accessto eachvirtual host),andother resourcesand
properties(e.g.log files).

The documentroot givesa directory in the file system,
underwhich the documenttree is stored. Any directory
insidea documenttree (i.e., any directorypotentiallyvis-
ible to the outsideworld) may containan .htaccessfile in

which the directory’s owner specifiesaccesslimitations to
thatdirectoryandits subdirectoriesaswell assomeindex-
ing andrepresentationpolicies. To this purpose,.htaccess-
files containadditionaldirectives. Thesemay overridethe
generalpoliciesspecifiedin the main configurationfile by
thesystemadministrator, or otherdirectivesin someparent
directory. For securityreasonsand to prevent inconsider-
atemisconfigurations,anadditionalsetof directivesin the
server’smainconfigurationcanspecifywhichdirectivesare
allowed in which .htaccess-files. Now, if a directive in an
.htaccess-file triesto modify file accessin a way that is not
allowedby theserver’smainconfiguration,Apachewill not
deliverany datafrom thatdirectoryandany of its subdirec-
tories.

Most directiveshave a oneline, parameter/valuestruc-
ture. However, there is also a small numberof XML-
alike directive pairs, making up scopes or contexts,
like <VirtualHost> </VirtualHost> or <Di-
rectory> </Directory>. All directivesenclosedbe-
tweensucha pair aresaidto belongto this context. In the
Apachedocumentationall directives are accompaniedby
annotationsdeterminingin which scopes(or contexts) they
mayappear.

There are someobvious shortcomingsin the original
configurationdataformatasfar asautomatedmanagement
andverificationpurposesareconcerned:Therelevantdata
is distributedover severalfiles at differentlocations,andit
is hardfor amanagementor verificationsystemto getanin-
tegratedoverview of thewhole system.A special-purpose
verificationprogramworking directly on all theconfigura-
tion fileswouldhaveto dealwith accessissues,format-and
syntax-checksandmuchmorebesidesits real task,these-
mantically motivatedchecks. In addition, sucha system
couldhardlybeusedfor verifying otherconfigurationdata
(in anotherformat) or different constraintswithout major
rewritings. In contrast,using a CIM-basedconfiguration
modelasanabstractionlayerbetweentherealconfiguration
andtheverifying programleadsto agreatdegreeof flexibil-
ity andabstractionon theverifier’s side. CIM sharesthese
advantageswith otherhigh-level datadescriptionlanguages
like,e.g.,theontologylanguageOWL [14]. However, CIM
graduallyevolvesinto aquasi-standardfor systemmanage-
ment.

3.2.ApacheConfiguration with CIM

In ourCIM model,accessto theconfigurationdataof the
ApacheWeb-server is madeavailablethroughthe Apache
HTTP Serviceclass. This classis the entry point to all
otherCIM classesrelatedto Apacheserver configuration.
For increasedmanageabilityandstructuring,configuration
directivesarein a first stepgroupedaccordingto theWeb-
server’s entitiesthey belongto. So thereis a coarsedis-
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tinction betweendirectivespertinentto thewholeserver, to
only a virtual hostor merelyto a directory. Thesegroups
of configurationoptionsarefurthersplit up,e.g. into direc-
tivesvalid only for a certainApachemodule.Thatway, the
wholeunstructuredsetof configurationoptionsis hierarchi-
cally organizedinto smallermanagedCIM elements,asis
shown in Figure1.

� � � � � � 	 
 � � � � �
 � � � � � � � � � � � �� � � � � � � � � � � � � �

 ! ! " # $ % & ' ( ) % *+ ) % & , & ( ( $ - .
/ 0 0 1 2 3 4 5 6 7 8 4 9: 5 7 7 3 ; <

= > ? @ @ A B ?C D E A F GH I I J H K L MJ N K O P N M Q P L
R S S T R U V WX Y W W Z [ \

] ^ ^ _ ` a b c a bd e f g h a
i j j k l m n o m nl m p p q r s

t u u v w x y z x yv y { | x y } ~ x �� � � � � � � � � �� � � � � � �

� � � � � �� � � � � � � � � � � � � � � � �� � � � �   ¡ ¢ £ � � � � ¤ ¥ ¦ § ¨ © ª ¦ «¬ ª ­ ® ¥ ¯ ° ¦ ± © ¥ ª ­
² ³ ´ µ ¶ · ¸¹ ¸ º » º ¼ ½

¾ ¿ À Á Â Ã ¿
Ä Å Æ Ç È ÉÊ Ë Ë Ì Í É Î Ï Ð Ç É

Ñ Ò Ó Ò Ô Õ Ö × Ø Õ Ù Õ Ó Ú
ÛÛ Û Ü ÝÞ ßÜ àáâ

ã äåæç â

è

èè

èè

Figure 1. CIM Classes for Apac he Configura-
tion.

The primary classesto hold configurationinformation
for managedelementsof theApacheHTTP Servicearede-
scendantsof CIM’s Settingclass.Sothereare,e.g.,classes
containingpropertiesof a virtual host(HTTPHostProper-
ties), or for overridingaccesspoliciesfor directories(Over-
ride Policy). To group settingsinto larger managedele-
ments,Configurationsareemployed. SeveralApachespe-
cific configurationclasses(ServerConfiguration, HostCon-
figuration and Directory Configuration) are derived from
CIM’scoreconfigurationclass.Theseconfigurationclasses
do not directly containany Apachedirectives,but arecon-
tainersfor instancesof theappropriatesettingclasses.Con-
figurationsthemselves may also be part of larger config-
urations,reflectingthe structureof the elementsmanaged
by Apache. So we end up with a hierarchical,tree-like
structure,whereDirectoryConfigurationsarecomponents
of HostConfigurationsthatareunifiedby ServerConfigu-
rations.

Looking at the real configurationdevices(mainly files)
of an ApacheWeb-server, we cansaythat the server con-
figuration approximatelymapsto the httpd.conffile, host
configurationsto <VirtualHost> directivesanddirec-
tory configurationsto <Directory> directives.

Excerptsfrom two ApacheCIM classesin their MOF
representationmay illustratehow the directivesof a Web-
serverconfigurationarestructuredanddistributedoverCIM
classes:

class Apache HttpHostConfiguration :
CIM Configurationé
[Key] String Name;ê

;

class Apache HttpServerProperties :
Apache HttpServerSettingé
[Key] String ConfigName;
String BindAddress;
String CoreDumpDirectory;
uint16 MaxClients;
uint32 MaxRequestsPerChild;
int16 MaxSpareServers;
int16 MinSpareServers;
...ê

;

Note,thataggregationsarenotstoredwithin classes,but
aremodeledusingadditionalassociationclasses.So,in our
example,we do not seeany propertiesreflectingassociated
settingsin theHTTPHostConfigurationclass.

Instantiationof the Apachespecificclassesof Figure1
with concreteinstancesof a server configurationleadsto
a hierarchicalconfigurationtree. This treeis generatedby
the aggregation relationof the relevant classesof the CIM
model. It consistsof two kinds of nodes: settingnodes
andconfigurationnodes. In this tree the inner nodesrep-
resentconfigurationswhereasthe leavesstandfor settings.
A schematicexampleof sucha treeis shown in Figure2.
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Figure 2. Example Hierar chy of Configuration
and Setting Instances.

In ourexample,Web-serverSC1is configuredto possess
threevirtual hosts(H1-H3). Thesehostsarein turn config-
uredby directivescontainedin thesettingclassesS3a,S3b,
S3candS4. For eachhostfurtherdirectoryconfigurations
arepresent.So,hostH1 hasanadditionaldirectoryconfig-
urationconsistingof thesettingclassesS5aandS6a.

The tree structurecapturesan additional semanticsof
the Web-server configuration,concernedwith the correla-
tion betweeninstancesof settingclassesandmanagedel-
ements:A settingS associatedwith a managedelementE
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is supposedto be relevant for all descendantnodesof ele-
mentE, too. Thus,in our example,thedirectivesof setting
S3aarealsovalid for directoryconfigurationD1, whereas
they are irrelevant for host configurationsH2 and H3, or
directory configurationsD2 throughD6. The semantical
structurecan be reproducedby traversingthe part/whole-
relations(ConfigurationComponentandSettingContext as-
sociationclassesin CIM) betweenthesenodes.Eachcon-
figuration node can be consideredgeneratinga causally
closedsemanticalcontext for constraintevaluation.In spec-
ifying andverifying constraintsdescribinginterdependen-
ciesbetweendifferentsettings,it is crucial to considerthe
relevantsettingsonly.

Someconstraintsalsorequiresomekind of “horizontal
navigation” in this tree,allowing selectionof all presentin-
stancesof a particularclass. This can be seenas a form
of quantificationover configurationinstances. Using the
WBEM API, quantificationover objects can be accom-
plishedusingtheclassname,whereasaddressinga special
objectrequiresadditionalknowledgeof its key values.

4. ApacheConfiguration Constraints

Thereis a vast rangeof possiblesyntacticalandstruc-
tural errors in a configurationfile that can be recognized
andremediedin theearlystageof transformationof thecon-
figurationfile into CIM classes.However, thereareother,
mainly semanticalerrorsthat cannotbe treatedby lexical
analysisalone. Someexamplesmay illustrate the kind of
conditionsthatwehave to dealwith:

� The ServerRootdirective must be specifiedexactly
oncein theserverconfiguration.� Apache allows for setting a minimum and maxi-
mum numberof spareservers via directives MinS-
pareServers andMaxSpareServers. We want to make
sure that MaxSpareServers � MinSpareServers and
thatMinSpareServers � 1.� When several virtual hostsare running on the same
server, eachof themmusthave its own uniqueServer-
Name.� For securityandprivacy reasonsit is stronglyrecom-
mendedthat the log files of all virtual hostsare not
visible to the outsideworld. For example,the Error-
Log file shouldnot be locatedin DocumentRootor a
subdirectorythereof.� All virtual serversshouldhave their own log files.

Someof theseconstraintsmaybehardconstraints,in the
sensethatthey areindispensablefor acorrectfunctioningof
theWeb-server. Otherconstraintsmayrecommendsensible
values(soft constraints),thatareappropriatefor mostWeb-
server installations,but thatarenot enforced.Additionally,

theremay be site-specificlocal constraintsthat reflect the
company’s(or sitemaintainer’s)securitypolicy, useracces-
sibility rights andother features. Part of suchconstraints
canstemfrom theApachedocumentationitself [1], others
may have to be collectedandspecifiedby Web-server ad-
ministratorsor otherpersonnel.

Using the CIM modelasa startingpoint for modeling
andcheckingsuchconstraintsoffers theadvantageof hav-
ing a semi-formalbasison which the constraintmodeling
languagecanbe built up. That way, a separationbetween
constraintmodelingandlow-level configurationprocessing
is achieved.

5. Constraint Checking the CIM Model

Givenapowerful andgenerallyapplicablesystemmodel
like CIM, new perspectives on verification tasks arise,
concerning,e.g., consistency of site-specificpolicy rules,
checkingof individual configurations,or computationof
impliedconstraints.CombiningCIM’spowerful datamodel
with the flexibility and generalityof a formal constraint-
basedexpertsystemsseemsparticularlypromising.

The languageto formulatethe constraintshasto reflect
bothCIM peculiarities(handlingof classes,instances,prop-
erties and the structuralrelationsbetweenthem) as well
asbasiclogical conceptsknown from, e.g.,Booleanlogic
andothergeneralnon-logicalconceptssuchasarithmetic
or stringprocessing.

5.1.Syntax

We will now presentour CIM constraint language,�����
, which is partly influenced by Description Logic

[BMNP03] and partly resemblesvariable-freepredicate
logic. The languageof

�����
consistsof threekinds of ex-

pressions:v-expressions,a-expressionsandf-expressions.
V-expressionsrepresentarbitraryfinite setsof propertyval-
ues(numbers,strings, ����� ), a-expressionsare the atomic
propositionsof our language,andf-expressionsconstitute
formulae.Theseexpressionsarerecursively definedasfol-
lows:
v-expressions(denotedby s,t, ����� ):��� � � where � is a classnameand � a

propertyname.��� � �¡�£¢�¤�������¤¥�§¦©¨ where � is a class name and
�ª¢�¤�������¤«�¬¦ arepropertynames.�®­ where ­ is an arbitrary property
valueconstant(string,number, etc).�°¯²±´³ ¢�¤�������¤ ³ ¦¶µ where ¯ is a · -ary (interpreted)
function and ³ ¢�¤�������¤ ³ ¦ are v-
expressions.
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a-expressions:�®¸¹±´³ ¢�¤�������¤ ³ ¦¶µ wherȩ is a · -ary(interpreted)predi-
cateand ³ ¢�¤�������¤ ³ ¦ arev-expressions.��º�»½¼¾� where ¿ is a naturalnumberand � a
classname.��º�»½¼¾� �À� where¿ is anaturalnumber, � aclass
nameand � apropertyname.

f-expressions(denotedby F,G, ����� ):� Booleanlogic expressionsbuilt from connectives Á ,Â
, Ã , true,false,Ä , Å , andauxiliarysymbols ± and

µ , usinga-expressionsasatoms.�ÇÆ �ÉÈËÊ where� is aclassnameand Ê anf-expression.

5.2. Semantics

All expressionsof our languageareinterpretedwith re-
spectto a set Ì of instancesof CIM classes,whereeach
instancehaspropertiesaccordingto its classdefinition,and
eachpropertyhasa valuematchingtheproperty’s type(al-
ways including the value NULL, denotingan undefined
value;seealso[3], Sec.4.11.6).

By � �À� we (intuitively) want to denotethe setof val-
ues occurring underproperty � of any instanceof class� ; � � �¡�ª¢�¤�������¤«�¬¦¶¨ selectsall tuples ±¡­ ¢�¤�������¤ ­ ¦¶µ that oc-
curunderproperties�ª¢�¤�������¤¥�§¦ of aninstanceof class� ; ­
denotesan arbitraryvalueconstant;̄Í±´³ ¢�¤�������¤ ³ ¦©µ denotes
applicationof function ¯ to the setsof values ³ ¢�¤�������¤ ³ ¦ ;
theexpressioņ¹±´³ ¢�¤�������¤ ³ ¦¶µ is true,if thevalues³ ¢�¤������Î¤ ³ ¦
arein relation ¸ ; º½»½¼¾� is true, if thereareat least ¿ dif-
ferent instancesof class � ; º »½¼ � �À� is true, if thereare
at least ¿ instancesof class � , for which property � is
defined;and Æ �ÉÈ Ê is true, if formula Ê is true in evalu-
ation context � (determinedby classname � , for details
seebelow). We will also usethe abbreviations ºÏ� resp.ºÏ� �À� insteadof thea-expressionsº½» ¢ � and º½» ¢ � � � , and
makeuseof thenotationºÏÐ�¼¾� asshortform of theformulaº½»�¼¾� ÁÑÃ º½»ÓÒÔ¼ÖÕ ¢Ø× � (andsimilar for ºÏÐ�¼¾� �À� ). Amongthe
relations,we alwaysassumetheequalitypredicateÙ to be
present,andusethe relationsymbol ÚÙ asabbreviation for
the negation of the equalitypredicate.Moreover, we will
usethe notation � � �ÜÛÞÝ ­ ¢�¤�������¤ ­ ¦Öß asa shortequivalent
for � �À�àÙ ­ ¢ Ââá�á�áãÂ � � �äÙ ­ ¦ .

Beforegiving examplesontheuseof our language
���å�

,
we will give a precisedefinition of its semantics.We will
definethetruth of a- andf-expressionsmodel-theoretically.
To refer to a classinstance’s propertieswe will usesome
(meta-language)auxiliary predicates.For aninstanceæ , we
define:

�èç�éëê©ìíìã± æØµ : theCIM classthat æ is aninstanceof,�ïîñð¥ò©î¾ìã± æØµ : thesetof propertiesdefinedfor instanceæ ,�ïîñð¥ò©îÍ± æí¤ôó�µ : thevalueassignedto propertyó of instance
æ .

For thecontext operatorÆ �ÉÈËÊ wewill alsoneedto haveac-
cessto theaggregational(tree-)structureof thewholesetof
CIM instances.Wethereforeusethefollowing predicates:

�èî½êõð¥ö�÷ùøã± æØµ : deliversthesetof parentnodesof instance
æ (i.e. a singletonset,if æ is not theroot node,andthe
emptysetotherwise),�úç«û¾üÔéëýÏð¥ö�÷²± æØµ : deliversthedirectdescendantsof instance
æ in theaggregationtree.

So, for the aggregation tree structureof Figure 2, we get
(in extracts,assumingthathostconfigurationH1 is named
“Host 1”): ç�éëê©ìíìã±¡þ ÿ µ Ù þ®ò©ì ø � ò¶÷������ñð«êãø¥üëò¶÷

îñð¥ò©î¾ìã±¡þ ÿ µ Ù Ý	� ê�
¹ö ß
îñð¥ò©îÍ±¡þ ÿ ¤�� ê�
¹ö µ Ù�
 þ®ò¶ì ø ÿ�� �

ç«ûñüëéÔýñð¥ö�÷²±¡þ ÿ µ Ù Ý	� ÿ ¤���� ê ß
We cannow definetheprecisesemanticsof expressions

in
�����

( ��� for v-expressions,��� for a-expressions,and ���
for f-expressions):��� ±ô� � � ¤¥ÌÏµ§Ù Ý ­��Ï±´º æªÛ ÌÏµ ±¡ç�éëê©ìíì ± æØµ Ù � Á

î¾ð¥òõîÍ± æí¤«�Ñµ§Ù ­ µ¥ß��� ±ô� � �¡�ª¢�¤Ô�ë�Ô�ë¤¥�§¦¶¨«¤íÌñµ§Ù Ý ±¡­ ¢�¤Ô�ë�Ô�ë¤ ­ ¦Öµ � ±´º æ Û ÌÏµ
±¡ç�éËê©ìíì ± æØµ§Ù � Á î¾ð¥òõîÍ± æí¤«�ª¢ µ§Ù ­ ¢

Á �Ô�ë�õÁ îñð¥ò©î²± æí¤¥�§¦©µ Ù ­ ¦¶µ¥ß��� ±¡­ ¤íÌñµ§Ù Ý��§ß��� ±´¯²±´³ ¢�¤ë�Ô�ë�Ô¤ ³ ¦¶µ«¤íÌñµ§Ù � ± ��� ±´³ ¢�¤íÌñµ«¤ë�Ô�ë�Ô¤!��� ±´³ ¦ ¤íÌñµíµ
��� ± ¸Ç±´³ ¢�¤ë�Ô�ë�Ô¤ ³ ¦¶µ«¤íÌñµ§Ù " ± ��� ±´³ ¢�¤¥ÌÏµ«¤ë�Ô�ë�ë¤���� ±´³ ¦Ö¤¥ÌÏµíµ��� ±´º »�¼ � ¤íÌñµ§Ù ±´º »½¼ æ£Û Ìñµ ±¡ç�éËê©ìíì ± æ µ§Ù � µ��� ±´º »½¼ � � � ¤¥ÌÏµ§Ù ±´º »½¼ æ£Û Ìñµ ±¡ç�éËê©ìíì ± æ µ§Ù � Á

îñð¥ò©î²± æ¥¤¥�Ñµ ÚÙ#�%$&�(' µ
��� ± Ê ¤¥ÌÏµ§Ù ��� ± Ê ¤íÌñµ if Ê is atomic��� ± Ê Á�)Ñµ§Ù ��� ± Ê ¤íÌñµåÁ*��� ± )Ç¤íÌñµ

...��� ± Ê Ä+)Ñµ§Ù ��� ± Ê ¤íÌñµ§Ä,��� ± )Ç¤íÌñµ��� ±¥Æ �®È Ê µ§Ù -.0/21354 6�787 Ò . × Ð:9 ��� ± Ê ¤íÌ � ± æØµíµ
In thesedefinitions we denoteby boldface letters the

constants,functionsresp.relationsof theconcretedomain.
Thecountingquantifiers( º�»½¼ ), takenfrom anextensionof
predicatelogic, aretrue,if thereareat least¿ differentval-
uesfulfilling theconditionfollowing theoperator. Soa for-
mula( º�»½¼<; µ Ê canbetranslatedto ±´º=; ¢�¤������Î¤ ; ¼ µ ± Ê ±8; ¢ µ¾Á
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á�á�á Á Ê ±8; ¼ µ§Á ; . ÚÙ ;<> f.a. æ ÚÙ�? µ . The modificationof
thesetof consideredinstancesin thedefinitionof thecon-
text operator Æ á È , Ì � ± æØµ , is definedover the aggregation tree
structureusingauxiliary functions@ ± æØµ and A ±ô� ¤¥æØµ :

Ì �´± æØµ§ÙB@ ± æØµ�C D> /�E 6GFIHKJ�L Ò . × A ±¡ç�éËê©ìíì ± æ µ«¤5?Ïµ@ ± æØµ§ÙàÝ æ ßMC D> / 30N�O 4 P�FIH5J Ò . × @ ± ? µA ±ô� ¤íæØµ§ÙRQTS if ç�éëê©ìíìã± æØµ§Ù �
Ý æ ßUCWV > / 30N�O 4 P�FIHKJ Ò . × A ±ô� ¤K? µ otherwise

ConsideringnodeH1 of our exampleof Figure 2, we
obtain@ ±¡þ ÿ µ Ù Ý þ ÿ ¤G� ÿ ¤X�<Y ê ¤���Z ê ¤���� ê ß andA ±¡þ®ò¶ì ø � ò¶÷����2�Ïð«êõø¥üëò¶÷ ¤�� � ÿ µ§Ù Ý�� � ÿ ¤�� ÿ ¤X��[ùßÖ¤ andthus
Ì � ±¡þ ÿ µ§Ù Ý þ ÿ ¤�� ÿ ¤X��Y ê ¤X�<Z ê ¤���� ê ¤�� � ÿ ¤X� ÿ ¤���[ùßÖ�

Therefore,Ì � ±8\úÿ µ is asetcontaining(amongothers)all in-
stancesof settingclassesrelevant for nodeH1, which jus-
tifies our definitionof thecontext operatorvia function Ì � .
Now, asusual,a formula Ê is saidto besatisfiedby asetof
instancesÌ , if ��� ± Ê ¤íÌñµ§Ù øíð��ñö .

Note,thatall non-logicalfunctionsandpredicatesexclu-
sively take set-valuedarguments.This enablesa wide vari-
ety of functionsbeinguniformly andnaturallydefinable.A
comparisonoperator ] , rangingover setsof naturalnum-
bers,may, e.g.,bedefinedas��� ±´³ ¢^] ³	_ µ§Ù -` /2a�b�c de/fahg ; ]Mià�

Set-containment,as another example, can be de-
fined directly. But there are further possibilities, e.g.
in defining vary-adic operators. That way, sum- or
minimum/maximum-operatorscan be defined, and state-
mentssuchas � ¢��À�j] ìG�<
 ±ô�U_ �lkÑµ becomeexpressible.
This allows formulation of complex, but commondepen-
dencies.

5.3. Examples

Turning backto Apacheconfiguration,we now want to
give someexampleson how to usethe constraintspecifi-
cation language

�����
. In Figure 3 we give formal vari-

antsof part of the specificationstatedin naturallanguage
in Section4 above, aswell assomeexamplestaken from
theApachedocumentation[1]. Theseareto beunderstood
asfollows:

1. PropertyServerRootis definedexactlyonce.
2. For eachserverconfiguration,theMinSpareServerand

MaxSpareServerpropertiesare set as mentionedin
Section4. Herewe alsousedthe comparisonopera-
tor ] andits converse� asdefinedabove.

3. Eachvirtual hosthasits own uniqueservername.Here
we usedanadditionalunaryfunction, � á � , computing
thecardinalityof its argumentset,andthekey property
Nameof classHostConfiguration.

4. The error log shouldnot be storedin directoryDoc-
umentRootor a subdirectorythereof. Herewe useda
binarypredicateon setsof strings(isPrefixOf) return-
ing true, if all elementsof the first setareprefixesof
all elementsof the secondset. The context operator
assuresthatthesesetsaresingletons.

5. The address/portpair of eachvirtual hostmustbe an
address/porttheWeb-server is listeningto (see[1]).

6. A configurationnameandPID file mustbe specified
for theWeb-server.

5.4.Constraint Evaluation

Constraintsetsas thoseof the last sectionhave to be
evaluatedin orderto checkwhetheror not they hold for a
concreteconfiguration.WethereforeimplementedCIMVer-
ifier, a prototypicalconstraintchecker. This verifier usesa
variantof our language

�����
, calledConQuery, in whichall

logicaloperatorshaveatextual representation.CIMVerifier
is aJavaclientthatemploystheCIM andWBEM infrastruc-
ture to accessthe Apacheconfigurationdata. Constraints
arecheckedsequentiallyby evaluatingtheconstraintsin an
innermostfashion,using Java Reflectionto evaluateuser-
definedpredicatesandfunctions.

In caseof a violatedconstrainta simpleyes/noanswer
is oftennot enoughto locateanerror, andassistanceof the
constraintverification systemto guide the usercan be of
greathelp. So we implementeda mechanismto find pos-
sibleconfigurationerrorsby identifying propertiesthatare
setto awrongvaluewith highestprobability. Therefore,we
assumethat thevaluesof all parametersof a violatedcon-
straintareresponsiblefor thefailurewith equalprobability.
Then we can proceedas follows: Let � Ù Ý�m ¢�¤�������¤!m ¼ ß
bethesetof violatedconstraints,and n ò ç�çù± ó ¤Xm«æØµ thenum-
berof occurrencesof parameteró in constraintm . . We then
computefor eachparameteró occurringin � its weight,o ± ó�µ Ù ¼p . Ð ¢ n ò ç�çù± ó ¤!m . µ� m . � ¤

where � m . � ÙrqMs /ft n òùç�çÖ± ó ¤!m . µ denotesthe total number
of propertiesoccurringin constraintm . . Theparameterwith
highestweight o ± óåµ is thenassumedto be most likely re-
sponsiblefor theconstraintviolation.

6. Conclusions,Relatedand Futur e Work

We presenteda verificationapproachfor ApacheWeb-
server configurations. The verification is basedon an
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u � ºÏÐ ¢ � öÎðGvÖöÎð�w ð¥ò©î�ö�ðíø¥üÔö�ì �l� ö�ðGvÖöÎð�x ò ò©øy � Æ � öÎðGvÖöÎð � ò¶÷����2�Ïð«êõø¥üëò¶÷ÏÈ ± � ö�ðGv¶ö�ð�w ð¥òõîåöÎðíø¥üëö�ì � z üë÷ � î½êõð¥ö � öÎðGvÖöÎð ]#� öÎðGvÖöÎð�w ð¥ò©î�ö�ðíø¥üÔö�ì � z ê�{ � î½êõð¥ö � öÎðGvÖöÎð µíÁÆ � öÎðGvÖöÎð � ò¶÷����2�Ïð«êõø¥üëò¶÷ÏÈ ± � ö�ðGv¶ö�ð�w ð¥òõîåöÎðíø¥üëö�ì � z ê�{ � î½êõð¥ö � öÎðGvÖöÎð � ÿ µ| � � þ®ò¶ì ø�w ð¥ò©î�öÎðíø¥üëö�ì �l� öÎðGvÖöÎð � ê�
¹ö}� Ù � þ®ò©ì ø � ò¶÷������ñð«êãø¥üëò¶÷ � � ê�
¹ö��~ � Æ þ®ò¶ì ø�w ð¥ò©î�öÎðíø¥üëö�ì È Ã üëìGw§ð¥ö��<{ $&� ±¡þ®ò©ì ø�w ð¥ò©î�ö�ðíø¥üÔö�ì � � ò ç��<
¹ö�÷ùø�x ò òõø ¤ þ®ò¶ì ø�w§ð¥ò©î�ö�ðíø¥üÔö�ì � ' ðíð¥òõð��²ò2� µ� � Æ þ®ò¶ì ø � ò¶÷����2�Ïð«êõø¥üëò¶÷ÏÈëþ®ò¶ì ø�w ð¥ò©î�öÎðíø¥üëö�ì � � þ®ò¶ì ø��®ýñýÏð¥ö�ìíì ¤ þ®ò¶ì ø�w¬òõðíø ¨�� �²üÔì ø¥ö�÷ � ö�øíø¥üÔ÷<� � � �Óüëì ø¥ö�÷��®ýñýÏð¥ö�ìíì ¤ �²üÔì ø¥ö�÷<w¬ò©ðíø ¨� � º � ö�ðGv¶ö�ð�w ð¥òõîåöÎðíø¥üëö�ì � � ò©÷<��� � ê�
¹ö Á º � öÎðGvÖö�ð�w§ð¥ò©î�ö�ðíø¥üÔö�ì � wªüÔý<�¬üëéÔö
Figure 3. Formalization of some Consistenc y Proper ties in

�����
.

object-orientedsemi-formal CIM model of the configu-
ration dataand a specializedconstraintspecificationlan-
guage. Our extensiblespecificationlanguagereflectstyp-
ical constructsfoundin CIM andcurrentlyallows formula-
tion of constraintscontainingpredicatesandfunctionsover
numbers,setsandstrings.Wealsoimplementedaprototyp-
ical constraintevaluatorbasedon Java Reflectionand the
WBEM infrastructure.This implementationfacilitateser-
ror recoveryby computingweightsfor probablyfaultycon-
figurationsettings.

Representative for otherwork on formal verificationof
(semi-formal)UML-diagramswe want to mentionDupuy-
Chessaanddu Bousquet’s validationof UML models[6]
and Meyer and Souquìeres’ formalization basedon the
specificationlanguageB [12]. In contrastto therework,
we do not usea powerful specificationlanguageusingfull
predicatelogic, but restrict our specificationlanguageto
a variable-freelogic that resemblesDescriptionLogic [2],
which potentiallyoffersadvantagesfor automatedtheorem
proving tasks. Dong et al. presentan approachto specify
SemanticWebServicesusingZ in orderto find errorsin the
ontology[5]. Work on validationandintegrity checkingof
XML datacanalsobefoundin theliterature[13].

Futurework mayincludeapplicationof automatictheo-
remproving methodsto CIM verificationusing

�����
. This

would offer additionalpossibilities,e.g. in checkingthe
consistency constraintsby themselves, in automaticcom-
pletion of partially specifiedconfigurations,and in auto-
matic error correction. Moreover, a complexity theoretic
analysisof our specificationlanguage

�����
anda compari-

sonwith currentdescriptionlogicscouldbeof interest.
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of dynamicexecutionerrorsin IBM SystemAutomation’s
rule-basedexpert system. Informationand Software Tech-
nology, 44(14):857–873,Nov. 2002.

[17] R. Waldingerand M. Stickel. Proving propertiesof rule-
basedsystems.Intl. J. SoftwareEngineeringandKnowledge
Engineering, 2(1):121–144,1992.

8


